YTBEepKIACHO

IIOCTAaHOBJICHUEM I'JIaBbl
rOpOJICKOTO OKpyra bornganosuu
ot 03.10.2023 Ne 1710

METOAUYECKOE PYKOBO/JACTBO 110 OPTAHU3AIIUMU TEXHUYECKHUX
MEPOIIPUATHI, HAITIPABJIEHHBIX HA IPOBEJEHUE CJIYKEBHBIX ITIPOBEPOK ITPH
BO3HUKHOBEHUU KOMIIBIOTEPHbBIX UTHIHUJAEHTOB B A/IMUHUCTPALINU
IOPOACKOTI'O OKPYI'A BOI'TAHOBHUY U TIOABEJOMCTBEHHBIX YYPEKJAEHUAX
AIMUHHUCTPAIIUU T'OPOACKOI'O OKPYI'A BOI'JAHOBHNY

OI'JTABJIEHUE
2321531 (535 1 (IR 2
2. TEPMUHBI F COKPAIIICHIS + ... eutteeesteeessteeessteeeansseeaseeeasse e e s e e e s e e e asbe e e e sk et e e bt e e bt e e b e e e e st e e e e e e nnnn s 2
3. CTpYKTYpa METOIUICCKOTO PYKOBOMCTBA ... veeurreesssrressssnessseeesssneesssseesssseessseesasseesnsssesssseeessseeesnnes 3
4. OOHapyKEeHUE U PETUCTPAITUST KOMITBIOTCPHBIX HHITUICHTOB .. ..eeeesurreeeessereeeesastnereesssneeeessnsneeeesanens 3
LN I O 1370557 (o3 3 (0 11 (03 (=) 05 5 ST 3
4.2. Perucrtparysi MpU3HAKOB BO3MOKHOTO BO3HUKHOBEHUS KOMITBIOTEPHBIX HHITUICHTOB........ 4
4.2.1. Peructpaius MprU3HAKOB BO3MOXXHOTO BOSHUKHOBEHHS KOMITBIOTEPHBIX HHIIAICHTOB
ABTOMATU3UPOBAHHBIM CITOCOOOM .....iuurreieeiiieeieeaitseeeeaastsete e s st e e e e st e e e s s sne e e e e s s et e e s s s e e e e s nnnne e e e s e 4
4.2.2. Peructpanus Npru3HaKOB BO3MOXHOT'O BOBHUKHOBEHUSI KOMIIBIOTEPHBIX HHIUACHTOB
HEABTOMATH3UPOBAHHBIM CTTIOCOOOM .....vviieeisissiiiteteeeesesssassttssseeaesesssssssssseeeaesessssnsssbsseeaeeeesssansstrnneeeeess 5
4.3. [TonTBep K I€HNE KOMITBIOTEPHBIX MHITUIICHTOB ....uvvvvvvvereeseesssssssrsserraeesssssnsssssseeesessssnnssnnes 5
5. PearupoBanue Ha KOMITBIOTEPHBIC MHITHUICHTBI.....uvuvvvrereessssssssstssssesssssssssnssssssessessssssnnssssssseeeesessnnns 6
ST 0100011 (S 1 (00 (03 S 1 S PP PP PPRRR 6
5.2. OnpezneneHne BOBJICYEHHBIX B KOMITBIOTEPHBIA MHIMACHT IEMEHTOB HHPOPMAITIOHHOM
1703 (1) o Loy 06 114 )5 (PO OO P P PP PPPPPPP 7
5.3. Jlokamm3anus KOMITBFOTEPHOTO MHITHICHTR «...eviuvvvvrrrrreessssssssssssssessssessssssssssssessessssssnnssnnes 8
5.4. BrisiBiieHHE TOCTAEACTBUN KOMIBIOTEPHOTO MHITHICHTA. ... vveeeesirreeeesnrreeesssnnnnneesannneeeesnnens 9
5.5. JIukBumanus mocaeACTBUN KOMITBIOTEPHOTO MHITHIICHTA ......uvvvvvrereeeeesssssssnnneneeeessssnnsnnnns 10
5.6. 3aKPBITHE KOMIBIOTEPHOTO MHITHIICHTR ¢.vvvvveeesssssssstsseneassssssssssssssessssssssssssssnsssssssessssnnsssnns 12
6. @ukcanusi MaTepUaloB, CBA3aHHBIX C BOSHUKHOBEHHEM KOMITbIOTEPHBIX MHIIUJICHTOB, U YCTAHOBJICHUE
MIPUYUH U YCIIOBUM WX BOSHHKHOBEHIST ... .veeetstrreeesssstreeesassssesassasssseessasssssassansseaessanssessssansnnssesansneseenns 12
6.1. dukcanus MaTepHaoOB, CBSI3aHHBIX C BOSBHUKHOBEHHUEM KOMIIBIOTEPHBIX HHIIUACHTOB ....12
6.2. YcraHOBIIEHHE IPUYUH U YCIIOBUN BO3HUKHOBEHHS] KOMITBIOTEPHBIX HHITUACHTOB ........... 12
7. AHanu3 pe3ynbTaToB ACSITENLHOCTH MO YIIPABICHUIO KOMIIBIOTEPHBIMU UHIIUICHTAMM.. . ............ 14
A O 1531105 (I 5 (01 (07 =3 1 5; ST 14
7.2. IlpuoOpeTeHre 1 HAKOIJICHUE OMBITA MO Pe3yJIbTaTaM YIPaBJICHUS KOMIbIOTEPHBIMH
1705 0005 01 (<) 41 Y0 2 URUTRRT PP 14
7.3. Pa3zpaboTka pekoMeHaluii Mo yCTpaHEeHUI0 B MH(GOPMAIIMOHHBIX pecypcax MPUYUH U
YCIOBUYN BO3HUKHOBEHUS KOMITBIOTEPHBIX MHITHICHTOB .....vvvveeesirreeesaitneeesaantseeeesansseeeessnnneesasasnnneeenns 14
7.4. Onenka pe3ynbTaToB U 3PPEKTUBHOCTH pearupoBaHUs HAa KOMIIBIOTEPHbIE MHIUCHTHI.. 15
8. OTBETCTBEHHOCTD «.tttvvvttteeesssssssusssesessesssaassssssesssesesssasssesseeeeeaesassasssteseeeeaeeessaasssbsseeeeeeeessnanssbbnneeeeens 16
TIPHITOMKEHIE INQ 1 ..ottt ettt e e ettt e e ekt e e e e s e n b b et e e e anbb e e e e e anbreeeeaas 17

TIPHITOIKEHIE NC 2 ... e e e e n e 18



2
1. BBEAEHUE

Hacrosiiiee Meronnyeckoe pyKOBOJICTBO 10 OpraHM3allMM TEXHUYECKUX MEPOIPUATH,
HaIpaBJICHHBIX HAa IPOBEICHUE CIY)KEOHBIX MTPOBEPOK MPU BO3HUKHOBEHUH KOMIIBIOTEPHBIX WHIIHICHTOB,
(manmee — Meronuueckoe pPYKOBOJICTBO) pa3pabOTaHO JUII OPraHoB MECTHOTO CaMOYIpPaBICHHS
MYHHULMIAIBHBIX 00pa30BaHMM, PaclooKeHHbIX Ha TeppuTopuu CBEpIOBCKON 001acTH.

Metomueckoe pyKOBOJCTBO ONPEEIIseT NOPAIOK OOHAPYKEHHUs, PETUCTPALINH, KJIaCCU(PUKAIIH,
OILICHKH YyIllep0Oa, pearnpoBaHus U aHaJIu3a MPUYUH KOMIIBIOTEPHBIX UHLIUJIEHTOB.

Jlannoe Meronnyeckoe pyKOBOJICTBO pPa3pabOTaHO B COOTBETCTBUM CO  CIEAYIOIIMMHU
JOKYMEHTaMHu:

- @epepanpHbiii 3ak0oH oT 27.07.2006 Ne 149-03 «0O0 wunbpopmanuu, HHGOPMAIMOHHBIX
TEXHOJIOTHUSX U O 3aIlIUTe UHPOPMALIUN;

- ®enepanbbiii 3ak0H 0T 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX);

-T'OCT P 59709-2022. HaunonanbsHelil crangapt Poccuiickoit @enepanuu. 3amura HHGOpMaIim.
VYnpaiieHne KOMIbIOTEPHBIMU MHIIMACHTAMH. TE€PMUHBI U OTIPEIeTICHUS;

-T'OCT P 59710-2022. HaunonanbHbIi crangapt Poccuiickoit ®enepanuu. 3amura nHGopMaluu.
VYnpaiieHne KOMIbIOTEPHBIMU HHIMIeHTaMH. OOIINE MMOJI0KEHNS;

-T'OCT P 59711-2022. Haunonanbsnselil crangapt Poccuiickoit @enepanuu. 3amura HHGOpMaIim.
VYnopaBieHue KOMIOBIOTEPHBIMU  HMHIMJAEHTaMH. OpraHuzanus JeSTeIbHOCTH [0  YIPAaBJICHUIO
KOMITbIOTEPHBIMU UHITUIEHTAMU;

-T'OCT P 59712-2022. HaunonanbHselil crangapt Poccuiickoit @enepanuu. 3amura HHGOpMaIim.
VYnopaBiieHue KOMIIBIOTEPHBIMU MHUUJEHTaMH. PyKOBOJCTBO MO pearMpoBaHUI0 Ha KOMIIBIOTEpPHbBIE
WHITUICHTHI;

- Konmenmms TexHudeckoil 3amuThl uHPOpManuu Ha Tepputopuu CBEpaIOBCKOW 001acTH
o1 08.09.2021 No 01-01-41/58, yrBepxxaennas ['yoepaaropom CBepasioBCKO 001acTH;

- Metoauueckuii JOKyMeHT «PyKOBOACTBO IO OpraHU3aliK Ipoliecca YIpaBIeHUs YSI3BUMOCTAMHU
B oprane (opranuzamun)». YTBepxkaeH DCTOK Poccun 17.05.2023.

[Tonoxxennst MeToauueckoro pyKOBOJCTBA 00sA3aTENbHBI Ul BCEX COTPYIHUKOB, HMMEIOIIMX
JOCTYI K IMPOrpaMMHBIM U IpOrpaMMHO-annapaTHbIM cpefactBaM OpraHuzanuu, WHGOPMALMOHHBIM
cucremMaM M pecypcaM, 3amumiaeMol uHpopmauuu. Bcee corpynHukum  OpraHusanuu  00s3aHbI
O3HAKOMHUTBCSI IOJ MOJIHUCH C IOJIOKEHUSIMU JaHHOrOo MeToIu4eckoro pykoBOJCTBA 10 Hayaja
0o0paboTkH HHGpOpPMALMK C MCIOJIB30BAHUEM IIPOIPAaMMHBIX M IPOTrPAaMMHO-ANIApaTHBIX CPEJICTB
Opranuzanuu.

3amaun MeTon4eckoro pykoBoCTBa:

- CO3JlaHME€ YCJIOBMH JUIl OCYILECTBJIEHUS CBOEBPEMEHHOIO OOHApYKEHUS M ONEpaTHUBHOIO
pearupoBaHMsl HA MHIUACHTHl HHPOPMALMOHHOM 6€3011aCHOCTH, B TOM UHUCIIE UX 3aKPBITHUS;

- IpeJOTBpallleHHe M (MJIM) CHUKEHHME HEraTUBHOIO BJIMSHUSA MHIUAEHTOB HH()OPMAIMOHHOU
0€30I1aCHOCTH Ha BBIIIOJHEHUE TEXHOJIOIMUECKUX IIPOLEeCCOB 00paboTKH HH(pOpMAIH, HHPOPMALIUOHHBIE
CHCTEMBI U PECYpPCHI;

- OIIepaTMBHOE COBEPIICHCTBOBAHME CUCTEMBI 3aIUThl MH(popMaruu B Opranuszanuu.

2. TEPMUHBI U COKPAIIIEHUSA

- MCIIOJHUTENBHBIN OpraH rocyJapcTBeHHOM BiacTu CBepAIOBCKOM 00JIACTH, OCYLIECTBISIOMINN
MIOJIHOMOYHS 110 BOTIPOCAM TEXHUYECKOH 3aluThl HH(pOopMaMu: MUHUCTEPCTBO U(PPOBOTO pa3BUTHUS U
cBsi3u CBepioBCKoOi 06macTu (nanee — MUHHUCTEPCTBO);

- OpraH MECTHOTO CaMOYIpPAaBJEHHs, IOJBEIOMCTBEHHBIE YUPEXKJEHHs, OCYLIECTBISIONINE
MOJIHOMOYHS IO BOIPOCaM TEXHMYECKOW 3alUThl MHPOPMALMU: AJAMUHUCTPAIMS TOPOJICKOTO OKpYra
bornaHoBrY, MyHMIMIATIbHBIE MOJIBEAOMCTBEHHBIE YUPEKICHUS aJIMUHHUCTPAIlMU TOPOJCKOTO OKpyra
bormanoBuy (nanee — Opranuzanusi);

- MHIMJIEHT MHpOpMaluMOHHOW Oe3zomacHocTu (nanee - mHuuaeHT WbB): HenmpenBuaeHHOE WM
HEeXeJaTelnbHOe COObITHE, IpyIna coObITHil (asiee — coobiTue UbB), koTopoe npuBeso (MOXKeT NPUBECTH)
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K HapyleHuio (YHKIMOHHPOBAHHUA WH(GOPMALMOHHOTO pecypca WIM BO3HUKHOBEHHMIO Yrpo3
6e30macHOCTH HH(POPMALIUY, WM HAPYLICHUIO TPeOOBAHUH 1O 3aIIuTe HH(POPMAIINH;

- KOMITBIOTEpHBIA MHOMICHT: (aKT HapymieHuss U (WiM) NpekpameHus (yHKIHOHHPOBAHUS
UH(QOPMAIIMOHHOTO PECypca, CEeTH 3JIEKTPOCBS3H, HCIOIb3YyeMOIl IS OpraHU3alud B3aMMOJECHCTBUSA
MH(GOPMAIMOHHBIX PECYpCoB, U (WiIM) HapymeHus: 0e3omacHoCcTH 0OpadaTeiBaeMoli B MH(OPMAITMOHHOM
pecypce nHpOpMAaLIH, B TOM YHCIIE MTPOU3OMIEANINN B Pe3yIbTaTe KOMIBIOTEPHON aTaKu;

- KapTO4Ka KOMITBIOTEPHOTO MHIMJCHTA: TOKYMEHT YCTaHOBJICHHOW (OPMBI, TpeaHa3HAYCHHBIN
st POPMATM30BAaHHOTO OMMCAHUST KOMITBIOTEPHBIX HHIIUICHTOB;

- TUN KOMIBIOTEPHOTO HWHIMJAEHTA: KJIacCU(pUKALUsi Pa3HOBUAHOCTEH KOMIBIOTEPHBIX
UHLUJCHTOB;

- KOMITbIOTEpHAs aTaka: LieJICHApaBJIE€HHOE BO3JEMCTBUE MPOTrpaMMHBIX U (MJIM) MPOrpaMMHO-
anmnapaTHBIX CpEeACTB Ha MH(OPMALMOHHBIA pecypc B LENSIX HAapyLWIEeHUS U (WJIM) MPEKpalleHUsl ero
(GYHKIIMOHUpPOBaHUS W (MJIM) CO3JAaHUS Yrpo3bl 0Oe30MacHOCTH 00pabaThIBAEMON TaKUM pPeECypcoM
nHpopmanuy;

- HMCTOYHMK KOMIBIOTEPHON aTaku: JUUO (WIM HMHULUUPYEMBIM MM IpOLECcC), MPOBOJIIEE
(mpoBonsLIMil) aTaky;

- TakTUKa (IIPOBEJICHUS KOMIIBIOTEPHON aTaku): COBOKYIHOCTb IPUEMOB U CIIOCOOOB JEMCTBUI,
UCIOJIb3YEMBIX JIJIs1 IPOBEJCHHSI KOMITbIOTEPHOM aTaku;

- TexHUKa (MPOBEIEHUS KOMIIBIOTEPHOM aTaku): COBOKYIHOCTb U TMOPSJIOK JEHCTBUH,
UCIOJIb3YEMBIX JIJIs1 IPOBEJCHHSI KOMITBIOTEPHOM aTaku B paMKaX COOTBETCTBYIOIIUX TAKTHUK;

- TUII KOMITBIOTEPHOM aTaku: KJacCU(PUKAIUA pa3HOBUIHOCTENH KOMIBIOTEPHBIX aTak.

3. CTPYKTYPA METOANMYECKOI'O PYKOBOJACTBA

Hactosimee Metoanyeckoe pyKOBOJCTBO OMNpEAETseT COACPKAHUE TPEX CTaIuid yHpaBJICHUS
KOMITbIOTEPHBIMU MHIIEHTAMHU, KOTOPbIE BKJIIOYAIOT B C€0sl COOTBETCTBYIOIIME 3TAIIbI:

1) oOHapyXeHHEe U PErUCTPaIHs KOMIIBIOTEPHBIX HHIMICHTOB:

a) perucTparys Npu3HakoB BOZMOXKHOTO BO3HUKHOBEHUS! KOMITbIOTEPHBIX HHIU/IEHTOB;

0) MOATBEPKACHUE KOMIIBIOTEPHBIX UHIIMICHTOB;

2) pearupoBaHUe Ha KOMITbIOTEPHBIC UHIIMICHTHI:

a) OIpe/elieHHe BOBJICUYEHHBIX B KOMIBIOTEPHBIN MHIMJIEHT 3JEMEHTOB HH(OPMAIMOHHON
UH(PACTPYKTYPHI;

0) JoKanu3anys KOMIBIOTEPHOTO HHUIUACHTA;

B) BBISIBJICHHE MOCIICJCTBUI KOMITBIOTEPHOTO HHUIUACHTA;

T') TUKBUJIAIUS TIOCIEICTBUN KOMIIBIOTEPHOTO UHIIM/ICHTA;

1) 3aKpBITHE KOMITBIOTEPHOTO HHIIUCHTA,

€) QuKcalys MaTepuaoB, CBI3aHHBIX C BOSHUKHOBEHHEM KOMITBIOTEPHOTO UHIUCHTA;

) YCTaHOBJICHUE MPUYHH U YCIOBHUI BOSHUKHOBEHHUS KOMITBIOTEPHOTO MHIUCHTA;

3) aHaNU3 pe3ysIbTaTOB ACATCIBLHOCTH 110 YIIPABICHUIO KOMITBIOTEPHBIMU HHITHICHTAMH:

a) TpuoOpeTeHHe M HAKOIJICHHE OIbITa [0 pe3ylbTaTaM YIPaBIEHUS KOMIIBIOTEPHBIMU
UHIUJCHTAMU;

0) pa3zpaboTka peKOMEHAlU 10 YCTPaHEeHUI0 B HH(GOPMALIMOHHBIX pecypcax MPUYUH U YCIOBUN
BO3HMKHOBEHHUS KOMIBIOTEPHBIX UHIIUICHTOB;

B) OIICHKA pe3ynbTaToB M 3(h(HEeKTUBHOCTH pearupoBaHUs HAa KOMITbIOTEPHBIC WHIUICHTHI.

4. OBHAPYXEHHUE U PETUCTPALIUSA KOMIIBIOTEPHBIX UHIIUJIEHTOB
4.1. Od1mue moJIoKeHus
JlesITenbHOCTh 10 OOHAPYKEHUIO U PETrUCTPAllUi KOMITBIOTEPHBIX HHIIMIEHTOB OCHOBBIBAETCS HA

pe3ynpraTax mpoBoguMoro B OpraHu3alid MOHUTOpPUHTA WHGOPMAIMOHHON 0€30MacHOCTH, B paMKax
KOTOPOTO OCYILECTBISIETCS cOOp MHPOPMAITUH O COOBITUSX 0€30MACHOCTH U WHBIX JaHHBIX MOHUTOPHHTA



U3 pa3IU4HbIX UCTOYHUKOB.
Cramuss «OOHapyKeHHE M pErucTpanus KOMIIBIOTEPHBIX HMHIMJICHTOBY BKIIOYaeT B ceOs
CIICAYIOIIHE ATAIBL:
- peructpanys NpU3HAKOB BO3MOKHOI'O BOZHUKHOBEHUSI KOMIIBIOTEPHBIX HHLUJCHTOB;
- IOATBEPKICHUE KOMIIBIOTEPHBIX UHLIUJCHTOB.

4.2. Peruchalmﬂ MNPU3HAKOB BO3MOKHOI'0 BOBHUKHOBCHHUSA KOMIIBIOTEPHLIX UHITUACHTOB

Perucrpanus mpu3HaKOB BO3MOXXHOTO BO3HHUKHOBEHHUS KOMITBIOTEPHBIX HMHIIMJICHTOB MOXET
OCYIIECTBISITHCSI KaK aBTOMATHU3WPOBAHHBIM CIIOCOOOM (C HCHOJB30BAHWEM CPEIACTBA YIPABICHHS
COOBITUSIMH MH(POPMALMOHHOW 0E€30MaCHOCTH) HAa OCHOBE MPABHJI PETUCTPAIMH IPU3HAKOB BO3ZMOYKHOTO
BO3HUKHOBEHMUSI KOMITBIOTEPHBIX UHIIMICHTOB, TaK 1 HEABTOMATH3UPOBAHHBIM CIIOCOOOM (CIeUaTucTaMu
MO/Ipa3/IeJIeHNs, OTBETCTBEHHOIO 3a YIPaBJICHHE KOMIIbIOTEPHBIMA HHIUACHTAMHU, IPU CAMOCTOSITETbHOM
aHaJn3e COOBITUH 0E30MacHOCTH B XOJ€ MOHMUTOPUHIA WJIM TPU TOJYYEHHM COOTBETCTBYIOILEH
nH(pOpMaLUU OT COTPYIHUKOB Opranuzanun).

Nudpopmanus 06 nanuaentax b moxeT noctynaTe 1o ClIeIyIONIMM KaHaIaMm:

- JKypHaJIbl PETUCTPALIUU CETEBOIO U MEXCETEBOTO 000PYI0BaHMUS;

- JKypHaJIbl PETUCTPALIUU OOIIECHCTEMHOTO TPOTPAMMHOT0 00ECTIeUeHUs;

- )KypHaJIbl CUCTEM YIpaBJIeHUS 0a3aMU TaHHBIX;

- )KYpHAJIBI PETUCTPAIUU HHPPACTPYKTYPHOTO MTPOTrPAMMHOTO 00€CTICUeHNS,

- JKypHaJIbl PETUCTPALIUU IPUKIIATHOTO TPOrPaMMHOTO OOEeCTIeUeHus;

- )KypHAJIBI CPEJICTB 3alUThl HHPOpMAIINH;

- OTIOBEIIEHUS aHTUBUPYCHBIX MOJACUCTEM;

- OTOBEILIEHHUS MOJICUCTEM OOHApPYKEHUS aTak;

- OMOBEILeHUs ApYyrux noacucreM OpraHusaiuy;

- uHopmarus, moxydaemas OT COTpYAHHUKOB OpraHuU3amyu 1o JIFOOBIM KaHaiaM CBsI3U (TenedoH,
AIIEKTPOHHAS TMOYTa, PEUeBOil KaHal, Jp.).

[Toncucrema MouHuTopuHra O coObITHSIX Wb BKIIOwaeT B cebs JKypHajdbl MPOTPAaMMHBIX H
MPOTrpaMMHO-aNMapaTHBIX CPEJCTB, MepeuncieHHbIX Boime. Cpok xpaHeHus coObiTuii b momken ObITH
HE MeHee 3 MecsleB, €ClIi WHOE HE YCTAaHOBJICHO TpeOOBaHMSIMM 3aKOHOJATeNbCTBa Poccuiickoit
denepanuu.

MuHUMalIbHBIA TepedeHb TUMOB coObiTuii Wb, moamexamux perucTpaiuu IpUBEICH B
npuioxkeHuu Ne 2 k HactosuieMy MeTtoquueckoMy pyKOBO/JICTBY.

4.2.1. Peructpanus Npu3HAKOB BO3MOKHOT0 BO3BHUKHOBEHHUSI KOMIIbIOTEPHBLIX HHIM/IEHTOB
ABTOMATHU3HPOBAHHBIM CIIOCOOOM

Perucrpanuss nOpU3HAKOB  BO3MOXKHOTO ~ BO3HUKHOBEHMSI ~ KOMIIBIOTEPHBIX  HMHIUJIECHTOB
aBTOMAaTH3UPOBAHHBIM CIIOCOOOM OCYILECTBIISIETCS C UCIOJIb30BAHUEM CPEJICTBA YIPABJICHUS COOBITUAIMU
MHGOPMALMOHHOM 6e30MacHOCTH (IPU HAIMYUM TaKOBOTO, IPU OTCYTCTBUHU C MCIIOJB30BAaHUEM CPEJICTB
3alIUThl UHPOPMALIMU U )KYPHAIOB 0€3011aCHOCTH IPOI'PaMMHBIX U IIPOrPaMMHO-AIAPAaTHBIX CPEACTB) Ha
OCHOBE IIPABWJI PETUCTPALIMU IIPU3HAKOB BO3MOKHOI'O BOSHUKHOBEHHS KOMITBIOTEPHBIX MHIIUJEHTOB.

IIpaBuna perucrpanyy NPU3HAKOB BO3MOKHOTO BO3HHUKHOBEHHUS KOMIIBIOTEPHBIX HWHIIMJIEHTOB
JOJIKHBI TIO3BOJIATH PEATN30BaTh OJUH WM COBOKYITHOCTb CIEAYIOIIMX METOJOB aHAIN3a, HAIIPaBJICHHbIX
Ha BBISBJICHUE NMPUYNHHO-CIECACTBEHHON CBSI3U MEXAY COOBITMSAMU 0O€30HMacHOCTH M WHBIMU JaHHBIMHU
MOHHUTOPUHTA!

- CUTHATypHBIE METOJIbl, OCHOBAaHHBIE HAa COIOCTaBICHMM KOHKPETHBIX IPHU3HAKOB M YCIOBUHI
B3aMMOCBS3€i cOOBITHI 0€30MTACHOCTH M MHBIX TAHHBIX MOHUTOPUHT A,

- OeccurHaTypHble METOJIbl, OCHOBaHHbIE Ha BBISBJICHHM CTaTUCTUYECKOH M MHON 3aBHCHMOCTH
MEXJly COOBITMSIMA O€30MacCHOCTH M WHBIMH JaHHBIMH MOHUTOPHHTA, M (OPMHPOBAHUU Mpoduiei
(GYHKIMOHUPOBAHUS MHPOPMALMOHHBIX PECYPCOB.

CurnatypHble METOJbl aHAJIN3a BKIIOYAKOT MpaBUia PETUCTPALMM IPU3HAKOB BO3MOXKHOIO
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BO3HUKHOBEHMSI KOMIIBIOTEPHBIX HMHIUICHTOB, CO3JaHUE W HACTPOMKY KOTOPBIX OCYIIECTBIISIET
CHELUAIUCT NOApa3IeICHUs, OTBETCTBEHHOTO 32 YIIPABJICHUE KOMIIBIOTEPHBIMU UHIUJICHTAMU.

BeccurnatypHele MeETOABI aHAIM3a PEAIN3YIOTCS pa3pabOTUYMKOM CpPEACTBA  YIPABJICHHUS
COOBITUSIME MH(OPMAIIMOHHON 0€301acHOCTH B MPOTPAMMHOM KOJI€ CPEACTBA, allTOPUTMBI KOTOPBIX HE
MOTYT OBITh U3MEHEHBI CIIEIUATMCTOM MOAPa3ACICHUs, OTBETCTBEHHOTO 32 YIIPABICHHE KOMITBIOTEPHBIMH
MHIUJCHTAMU.

Pemrenne 0 HaJMYMM WM OTCYTCTBUM NPHU3HAKA BO3MOYKHOI'O BO3HMKHOBEHHS KOMIIBIOTEPHOTO
VHIWJICHTA NPUHAMAETCS HA OCHOBE IPAaBHJI PETHCTPALMM IPU3HAKOB BO3MOKHOI'O BO3HHKHOBEHUS
KOMITBIOTEPHBIX UHIIUJICHTOB.

4.2.2. Peruchalmﬂ NMPU3HAKOB BO3MO’KHOI'0 BOSHUKHOBCHHUSI KOMIIBIOTEPHLIX HHIIUACHTOB
HEABTOMATU3UPOBAHHBIM crnocooom

Perncrpanuss  npu3HAKOB  BO3MOXHOTO  BO3HUKHOBEHMS ~ KOMIIBIOTEPHBIX  MHIUJCHTOB
HEaBTOMAaTU3UPOBAHHBIM CIIOCOOOM OCYHIECTBIISETCA CHELMATUCTaMU M0 IPa3/IeJIeHUs], OTBETCTBEHHOI'O 3a
yIpaBieHNUEe KOMIbIOTEPHBIMHU UHIMIEHTAMU, [P CAMOCTOSITEIbHOM aHaJM3€ COObITUI 0€30IaCHOCTH B
X0/1€ MOHUTOPUHTA WIH IIPU NOJYYEHUH COOTBETCTBYIONIEH HH(OPMALIUU OT COTPYAHUKOB OpraHuzanuu.
HeaBTromaTn3upoBaHHasi perucTpanys MNPU3HAKOB BO3MOYKHOTO BO3HHUKHOBEHHMS KOMIIBIOTEPHBIX
VMHIHJICHTOB OCYILECTBIISIETCS B CPEACTBE YIPABICHHUS WHIMJICHTAMH IIyT€M BHECEHHS B KapTOUYKY
MpU3HAaKa BO3MOKHOTO BO3HHUKHOBEHMSI KOMITBIOTEPHOIO MHIMAEHTAa HEOO0X0AUMON HHpopMaunuu (mpu
OTCYTCTBHHM CPEJICTBA YIpaBieHUs HHIUACHTaMH B JKypHas peructpannu nHunaeHTos b, npunoxenne
Ne 1 k HacTosimeMy MeToinyeckoMy pyKOBOJCTBY).

4.3. IloaTBep:KIeHne KOMIBIOTEPHBIX HHIHIEHTOB

[ToaTBepkIeHUE KOMIIBIOTEPHOTO HHIIMJCHTA OCYIIECTBIISCTCS B XOJE IPOBEICHUS MPOBEPKHU
3apErHCTPUPOBAHHOTO MPU3HAKA BOZMOKHOTO BO3HUKHOBEHUS KOMITBIOTEPHOTO MHIIHJICHTA.

Takas mpoBepka TPOBOJUTCS CIEIUAINCTAMH, OTBETCTBEHHBIMH 33 peardipoBaHUE Ha
KOMITLIOTEPHBIC HWHIUACHTHI (PYKOBOAMTEISIMH pPa0OUYMX TPYII pEarupoBaHUS Ha KOMITBIOTEPHBIC
WHIIAJICHTHI).

CrienuaircThl, OTBETCTBECHHBIC 33 pearMpoBaHKe HA KOMIIbIOTECPHBIC HHIUACHTHI (PYKOBOIUTEIIN
paboymux TPYIIl pPeardipoBaHHUS HA KOMIIBIOTEPHBIC HHIIUIACHTHI), OCYIIECTBISAIOT CJICIYIOIIYIO
JIEATEBHOCTD:

- MPOBEJICHUE MPOBEPKH (PAKTOB BO3ZHUKHOBEHHS KOMITBIOTCPHBIX HMHIMJICHTOB C IEJIBIO HX
MTOATBEPIKICHUS

- perucTpaIysi KOMIbIOTEPHBIX HHIIUJICHTOB B ClIy4ae UX MOATBEPIKICHUS;

- KOHTPOJIb BBIIIOJIHEHHS STAllOB PearupoBaHus Ha KOMIIbIOTEPHbBIC HHIIUICHTHI.

[Ipu ocymiecTBIeHHH KOHTPOJS BBINIOJHECHUS OJTAllOB pPEarMpoBaHUS Ha KOMIIBIOTEPHBIC
WHITUJICHTBI CIICIIUAIIUCT, OTBETCTBCHHBIN 32 PearipoBaHUE Ha KOMITBFOTEPHBIN MHITUACHT (PYKOBOIUTEb
pabouell Trpymimbl pearupoBaHMsi Ha KOMITBIOTEPHBIC HWHIMICHTHI), JOJDKCH MPUHHMATH PEIICHHE O
HEOOXOIMMOCTH TPUBJICYCHUS OPTaHU3AIMH, OCYIIECTBISIONICH KOOPAWHAIMIO JESITEIHHOCTH B YaCTH
yIpaBJICHHUS KOMIIBIOTEPHBIMU HHIIUICHTAMH.

[IpoBepka (hakTa BO3HUKHOBEHHS KOMIIBIOTEPHOTO WHIMACHTA MpPEAyCMaTpUBAET BBIMOIHEHHE
CIIEYIOIIUX MPOIEAYP:

1) ananu3 uHpOpPMAIMH, COJEpKAIEiiCs B KapTOYKe MpPU3HAKA BO3MOKHOTO BO3HHUKHOBEHHSI
KOMITBIOTEPHOTO MHIUCHTA;

2) cOOp MOMOJHUTEIBHOW HHpOPMAIMK, TPeOYyeMOi I MOATBEPKACHUs (DaKTa BO3SHUKHOBEHHUS
KOMITBIOTEPHOTO MHIIUJCHTA (TIPU HEOOXOJUMOCTH), B X0JIe KOTOPOTO MOTYT BBITIONHSATHCS:

a) OMpOC MOJIb30BaTeNe HHPOPMAITHOHHBIX PECYPCOB, BOBIICYEHHBIX B KOMIIBIOTEPHBIN UHITUICHT;

0) ompoC CHEeNHATUCTOB MOJpPAa3/ICICHN, OTBETCTBEHHBIX 3a AKCIUTyaTallMi0 WHGOPMAIMOHHBIX
PECYPCOB, BOBJICUEHHBIX B KOMIIBIOTEPHBII HHIIU/ICHT;

B) MOJlydYeHUE JAHHBIX O (YHKIIMOHHPOBAHUHM CEPBUCOB, OOECIEUMBAIOIINX peaTH3aIUI0



KPUTHUYECKHUX MPOLIECCOB OpraHU3aluy;

I') IPOBEPKA >KYPHAJIOB COOBITHM Ha MpEIMET HAJIU4YUS CBUAETEILCTB O HECAHKIIMOHUPOBAHHOM
MPOCMOTPE, H3MEHEHUH WJIH yIaJIeHUH UH()OpPMAIIHH;

1) MHBIE JICWCTBUS, TO3BOJIAIONIME TMOJYYUTh HHMOPMAIMIO, HEOOXOAMMYIO JUIS TPHHITHSA
pELIEHUs O pEruCcTpali KOMIIBIOTEPHOTO HHLUICHTA.

KapTouka npu3Haka BO3MOKHOTO BO3HUKHOBEHUSI KOMITBIOTEPHOIO MHIIMAEHTA JOJDKHA COAEPKATh
nHpopMannio 000 BceX COOBITUSAX OE30MaCHOCTH M MHBIX JAHHBIX MOHHUTOPHHTA, KOTOPBIE MOCTYKHUIIH
OCHOBAHHUEM JJIsl PETUCTPALlMU IPU3HAKA BO3MOYXHOTO BOZHUKHOBEHHUSI KOMIIBIOTEPHOT'O MHIM/ICHTA.

Jlia mpoBeneHUsT NPOBEPKU (PakTa BO3HUKHOBEHHUS KOMITBIOTEPHOTO MHLUJEHTA CIELHUAIUCTY,
OTBETCTBEHHOMY 3a pEarupoBaHHE Ha KOMIIBIOTEPHBI HMHIUAECHT (PYKOBOAMTEIIO paboyeil Ipymibl
pearupoBaHus HA KOMITBIOTEPHBIC MHIIMJCHTHI), TpeOyeTcsl cleayromas HHpOopMaus:

- MOATBEpKJarollas WM oIpoBepraromas (akT MpUBeACHUS HH(OPMALMOHHOIO pecypca B
COCTOSIHUE, NpPU KOTOPOM OH IMOJHOCTBIO HJIM YAaCTUYHO HE MOKET 00pabarbiBaTh HH(OpPMAIUIO,
HE00X0IMMYI0 Ui 00ecreueHns KpUTUUECKUX MPOLIECCOB, U/UIIM OCYILECTBIISTh YIIPaBiIeHHUE, KOHTPOJIb
WM MOHUTOPUHT KPUTHYECKUX MPOLECCOB;

- TMOATBEpXKJAIOLIas WM ompoBeprawoomas ¢GakT HapyumeHus O0e30MacHOCTH HH(pOpMAaIH,
HeoOXoIuMoOM st oOecrieyeHus] KPUTUYECKUX MpOIeccoB (HapylleHHe €€ KOH(UIEHINaIbHOCTH,
L[E€JI0CTHOCTU W/WJIH JOCTYITHOCTH).

3) MpHUHATHE PEIICHHUS O PErHCTPAlUU KOMIBIOTEPHOTO HHIMICHTA, €r0 MPUOPUTETE U YPOBHE
BITMSTHHSL.

[Tocne monTBepkeHUs (akTa BO3SHUKHOBEHHS KOMITBIOTEPHOTO HHIIMIEHTA OCYIIECTBIISETCS
HEMEJIEHHOE YBEIOMIIEHHE CIEHUAINCTOB, BXOJSIIMX B COCTaB paboyeil Tpymmbl, Ha3HAUEHHOW aJis
pearupoBaHus Ha 3aperuCTPUPOBAHHBIA KOMIIBIOTEPHBIN HHIIUICHT.

Taxxke ocylecTBiIsIeTCsl yBEIOMJICHHE HCIOJHUTEIBHOTO OpraHa TOCyIapCTBEHHOW BIIACTH
CeepmiioBckoir obmactu (MuHHCTEpCTBA), MCHOJHSIONIETO TOJHOMOYHS IO BOMPOCAM TEXHUYECKOU
3amuThl UHQOPMALMU O KOMIIBIOTEPHOM HHIMJEHTe. ECiM KOMIBIOTEPHBIH HMHLIMIEHT BXOAUT B 30HY
OTBETCTBEHHOCTH MUHUCTEPCTBA WJIM Ha3HAYEHHOTO MM Ui ATOTO IMOJABEIOMCTBEHHOIO YUPEXKACHHUS,
JAaHHOE YUpeKJIeHUe U/uiau MUHUCTEPCTBO BKIIIOUAETCS B pab0uyro IPYIIy M0 PEHICHUIO KOMITBIOTEPHOTO
MHIUCHTA.

B 3aBucumoctH OT THIIa KOMIBIOTEPHOTO HHUUAeHTa Opranuzauus wid MHHHCTEPCTBO
MIPUHUMAET pelieHne 00 yBeJOMIIEHUN TPABOOXPAHUTENIbHBIX OPraHOB UM KOHTPOJUPYIOIINX OPraHOB B
obsacty nHOOPMAITMOHHONW 0€301MacCHOCTH 00 KOMITPIOTEPHOM HHITHJICHTE.

5. PEATUPOBAHHUE HA KOMIIBIOTEPHBIE HHIIUJIEHTbI
5.1. O01me moj0xeHus

Craguss «PearupoBaHne Ha KOMIBIOTEPHbIE HWHIUACHTBD) COCTOUT M3  CIEAYIOIIHNX
MOCJIEIOBATENbHBIX 3TAIOB:

- ONpEeNICHHE BOBJICYCHHBIX B KOMIBIOTEPHBI MHUIUICHT 3JIEMEHTOB HWH(OPMAIIMOHHON
UH(PACTPYKTYPHI;

- JIOKAJIM3aI1si KOMIIBIOTEPHOTO MUHIIMUJIEHTA;

- BBISIBJIEHUE TIOCIIEICTBUM KOMIIBIOTEPHOTO UHIU/ICHTA;

- IMKBHUJIAIUS TIOCTIEACTBUI KOMITBIOTEPHOTO MHIIM/ICHTA;

- 3aKpBITUE KOMITBIOTEPHOTO MHLIUJICHTA.

OtnenpHBIMH dTamaMu B pamkax crtaauud «PearmpoBaHne Ha KOMIBIOTEPHBIE HWHIMACHTHD)
SIBJISTFOTCSI:

- uKcaIs MaTepuanoB, CBI3aHHBIX C BOBHUKHOBEHHEM KOMITBIOTEPHOTO MHIIUJICHTA,

- YCTAHOBJIEHUE MIPUYUH U YCIOBUM BO3HUKHOBEHUSI KOMIIBIOTEPHOTO MHIIMICHTA.

JlaHHBIE 3Tanbl MOTYT MPOBOAUTHCS MAPALIETHHO ¢ OCTAIHHBIMU 3TAllaMU PEAarupPOBAHMS U JTaXKe
nocje srana «3aKpbITUEe KOMIBIOTEPHOTO WHIUACHTA». BBINONHEHWE AAHHBIX 3TallOB HE BIMSET Ha
3aKpBITHE KOMIIBIOTEPHOTO MHIIUIEHTA.



5.2. OnpenesieHne BOBJIEYEHHbIX B KOMIIBIOTEPHbIN HHIUIEHT 3JIeMeHTOB HH()pOPMALHOHHOM
HHPPACTPYKTYPHI

Ha srane «Onpenenene BOBICYEHHBIX B KOMITBIOTEPHBIM HHIUACHT JIEMEHTOB HH(POPMALIMOHHOM
UHOPPACTPYKTYPBI» CHEIHATUCTaMHU, BXOISIIMMH B COCTaB paboyeil Tpymibl pearupoBaHus Ha
KOMIIBIOTEPHBIM MHUUICHT, JOJDKHBI BBINOJHATHCA JCWCTBUSA, HAIIPABICHHBIE HA OIpEACIICHUE
BOBJICYCHHBIX B KOMITBIOTEPHBII HHIIUICHT 3JIEMEHTOB HH(OPMAIIMOHHON HHAPACTPYKTYPHI, HA KOTOPBIX
MMEIOTCSl NPU3HAKU 3apETrUCTPUPOBAHHOIO KOMIIBIOTEPHOTO HHIMJIEHTA, C LEJIbI0 HUX JajbHEHIIeH
JIOKAJIU3aLUH.

Ha pucynke 1 mnpesncraBiieHa cxeMa OpraHM3alMOHHOTO Mpolecca j3tana «OmpeneneHue
BOBJICUEHHBIX B KOMIIBIOTEPHBIN MHIIMJIEHT 3JIEMEHTOB UH(OPMALIMOHHON HHPPACTPYKTYPHI».

Pabouas rpynna o, Onpepenexne BOBNEYEHHbIX
pearvpoBaHus Ha ‘ B KOMNbIOTEPHbIA UHLMAEHT
KOMMbIOTEPHBIA UHLMAEHT 3NEMEHTOB MH(OPMALIMOHHON
UHMDPaCTPYKTYpbI
MNepenaya nHgopmauun
0 BbINOMHEHHbIX MpoToxonuposakue o
BbINONHEHHbBIX A4ENCTBUIA

OEeNCTBUAX

BoBneyeHHble B KOMNbIOTEPHBIN
VHUWAEHT 3NeMEHTbI MH(POPMALMOHHOM
WUHMDPaCTPYKTYpbl ONpeaeneHsbl

s MpoBepka NonHOTLI Mepexop Ha aTan
II' ¥ OCTaTOYHOCTU «nokanusauus
CneuvanucT, OTBETCTBEHHbIN MHopmaumu KOMMbIOTEPHOO MHUMAEHTa»
3a pearupoBaHue Ha KOMNbIOTEPHbIN
VHUMAEHT (pykoBoauTenb paboyen Tpebyembiit achexT
rpynnbl pearuposaHus Ha oTcyTCcTBYET Cospaxve 3apanua
KOMMNBHOTEPHBIE UHLMACHTI) Ha f0paboTKy BbINONHEHHBIX
neicTsnia

Pucynok 1. CxeMa opranu3zaliuOHHOTO mpoiiecca stana «OnpeaeseHne BOBJICYEHHBIX B KOMITbIOTEPHBII
UHIUCHT 3JIEMEHTOB HH(POPMAILIMOHHOW HHPPACTPYKTYPHD»

JIns ompeneneHuss BOBJICUYEHHBIX B KOMIBIOTEPHBIH WHIMICHT 3JIEMEHTOB HMH(MOPMAIMOHHOM
UH(PACTPYKTYPHI CIIEAYET U3yIUTh COCTOSIHUE IEMEHTOB HH(POPMAMOHHON HH(PPACTPYKTYPBHI.

W3ydeHne COCTOSIHMSL  SJIEMEHTOB  MH(OPMAIMOHHOW  HMHQPACTPYKTYpHl  JIOMyCKaeTcs
OCYIIECTBIIITh C HCIOJB30BAaHWEM IPOTPAMMHBIX HW/MIM  MPOTPAMMHO-TEXHUYECKHUX CPEJICTB,
npeHa3HauYCHHBIX:

1) anst noydeHus goctyna K GpaiioBoii cucreme;

2) [Ulsl IOJYYCHUS! OCTYIIA K )KypHAIaM PErHCTPaLUK COOBITHI 0€30MaCHOCTH:

- onepaunoHHoi cuctemsl (OC);

- cpeactB 3amuThl  MHGOpManuM (aHTUBHPYCHBIE CPEACTBA, CPEICTBA OOHAPYKEHHUS
KOMITBIOTEPHBIX aTaK M MHBIE CPEJCTBA 3aLIUTHI HH(pOpMAIMN);

- IPUKJIAJHOTO MporpammHoro obecneuenus (110);

3) s ckaHupoBaHus (HailIoBOl CHCTEMBI C IIEJBI0 BBISIBIICHHUS BpeaoHocHoro [10;

4) is IPOBEICHUSI MHBEHTAPU3alnY;

5) s mpoBeIeHNs aHAIN3a YI3BUMOCTEH;

6) 1 OnEeHKH pabOTOCMOCOOHOCTH M MPOU3BOAUTEIBHOCTH JIIEMEHTOB HH(OPMAIOHHON
UHPPACTPYKTYPHI;

7) s nodaydeHus MHGOpPMAIMU U3 CITY)KOBbI KaTaloroB;

8) w1 monydeHus mapamMeTpoB CETEBBIX HACTPOCK M HMH(MOPMAIMH O CETEBOW aKTHBHOCTH
3JIEMEHTOB MH(POPMALMOHHOW HHPPACTPYKTYPHI;

9) mns aHanm3a cereBOro Tpaduka, MUPKYIHPYIOMIET0 MEXIy dJIeMEHTaMH WH(POPMAIIHOHHOW
MHQPACTPYKTYPhI, a TakkKe APYTUMHU (QYHKIMOHHUPYIOIIMMH B ceTu MHTepHeT pecypcamu, B TOM 4HCie
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3a()UKCUPOBAHHOTO B MOMEHT BO3HHUKHOBEHHS KOMIIBIOTEPHOTO WHIMJIEHTA (MPH HAIWYMU TaKOH
BO3MOYHOCTH);
10) s oOHApY)KEHHsT KOMITBIOTEPHBIX aTak.

5.3. Jloxkaau3anus KOMIIbIOTEPHOTO MHITUACHTA

Ha orane «Jlokanmu3anuss KOMIBIOTEPHOIO HMHIMJAEHTa»  CHEHHATUCTaMH, BXOIALIMMHU
B COCTaB pabouei rpynibl pearupoBaHus Ha KOMITBIOTEPHBIA HHIUACHT, JOJDKHBI BHIIOJTHITHCS IEHCTBHUSA,
HampaBJICHHbIC Ha OTpaHWYeHHE (YHKIIMOHHUPOBAHHS SJIEMEHTOB MH(POPMALMOHHOW MHQPPACTPYKTYPHI,
BOBJICUEHHBIX B KOMIIBIOTEPHBIH HHIUAEHT, C IEJIbl0 MPEAOTBpALLEHUs €ro JAajbHEeHIlIero
pacIpoOCTpaHEHHUSL.

Ha pucynke 2 mpexncraBieHa cxema OpraHM3allMOHHOTO TIpoliecca Jtana <«Jlokanuszanus
KOMITBIOTEPHOTO WHLIUJCHTAY.

CneumanucT, OTBETCTBEHHbLIA ®
! - Onpepenexve
3a pearMpoBaHine Ha KOMNbIOTEPHbIA nepeooze‘;l: AHBIX MEp
WHLUMAEHT (pykosogunTens patoven
rpynnbl pearuposaHus Ha
KOMNEBKTEPHbIE I/IHL,W!,U,EHTbl)
{" ]
Onoseuwexune | OrpaHuyeHvie B3anmMogencremsa duKcauus marepmanos, I
O KOMNbIOTEPHOM VHUWAGHTE | | OrpaHuyeHue goctyna 00beKTa aTaku C UHbIMK o o o| CBA3AHHBIX C BOSHUKHOBEHUEM |
| K 0BbekTy atakv 3neMeHTamMu MHPOPMaLUOHHON KOMMNbIOTEPHOO WHLUMAEHTa |
| WHDPACTPYKTYPLI (UUPPOBLIX CBUAETENLCTB) |
MNons3oBaTtens MHQ)OPMEI.]HDHHOFO ® L l
pecypca, 3agencTBoBaHHOIo ' -
B KOMNLIOTEPHOM MHLUMAEHTE 1
BeinonHeHwe onpegeneHHbIX
nepeooYepeaHblx Mep
PaBGouas rpynna [J M
pearuposaHua ] BbinonHeHne mep MpoTokonuposakue MNepenayqa nucdopmayun
Ha KOMNbIOTEPHBIR UHUWAEHT no nokanuaauuu BbINONHEHHbBIX JEUCTBMIA 0 BbINONHEHHBLIX Mepax
CneunanucT, OTBETCTBEHHbIA @
3a pearnposaHne Ha ' N
KOMMNBIOTEPHBIA UHUWAEHT KOMNbIOTEPHBIA UHLWAEHT
(pykoeoauTens pabouen rpynnbi Nokanu3osax
pearuposaHna Ha MpoBepka Mepexos Ha 3Tan «BbIBAEHUE
KOMMbIOTEPHbIE MHUMAGHTLI) 3DDEKTUBROCTH »1 NOCNEACTENI KOMMNBIOTEPHOTO
BbINONHEHHbIX MEP wHUMnaeHTa»
Tpebyemblit ahdekT
OTCyTCTBYyeT Co3snaHue 3apaHuna Ha
AOPaboTKy BLINONHEHHbLIX Mep

PI/IC}’HOK 2. Cxema OpraHHU3allMOHHOTIO IIpoLECCa dTalla ((HOKaJ'II/ISaHI/Iﬂ KOMIIBIOTECPHOI'O MHOUACHTA»

K npumepaMm BO3MOXKHBIX JCHCTBUH, KOTOpbIE MOTYT BBINOJHATECS MPHU JIOKAJIU3ALMH
KOMIBIOTEPHBIX HHIUIEHTOB, MOXHO OTHECTH:

- IpUMEHEHHUEe OJIOKUPOBOK (UCIOJIb30BaHUE MEKCETEBOIO IKPAHA).

BIOKMPOBKM C HCHOJIB30BAHUEM MEKCETEBBIX 3KPAHOB HCIIOJIB3YIOTCA JUIsl NPEAOTBPALCHUS
HECAHKIIMOHUPOBAHHOTO BO3jAeHCTBUs. Hampumep, ¢ HCIOIBb30BaHUEM MEKCETEBOIO JKpPaHa MOXKHO
3a0JI0KMpOBaTh HH(POPMALIMOHHBIE TOTOKHU ¢ [P-afpecos, ¢ koTophIX pacipocTpansercs BpegoHocHoe [10,
mmuoHckoe I10, a Ttaxxe IP-anpecoB MOYTOBBIX pETPAHCAATOPOB, UCTOUYHUKOB (UIIMHTA U CHaMa.
ITouToBbIe OJIOKUPOBKU BKIIHOYAIOT B €05 (PUIBTPALIMIO BIOXKEHHUH, CTPOK TEMBI U aJipeca OTIpaBUTENEH.
Jlnis mpeoTBpalleHus IOCTyNa K Hepa3pelleHHbIM MM BPEAOHOCHBIM BeO-caliTaM WM XocTaM (y3i1am)
MOTYT npuMeHsTbes 60krupoBKH URL-apecoB u TOMEHHBIX HMEH;

- OTKJIIOUEHHE (M30JIALHS, UCKIIIOUEHHE).

OTxIIt0YeHHEe 3apaXEHHOTO JIEMEHTa MH(POPMALMOHHOW MH(PACTPYKTyphl (IpYyHIbl 3J€MEHTOB
WM MTHPOPMALIMOHHOTO pecypca B LEIOM) OT JIOKAJIbHOW BBIYMCIUTEIHHON CETH MOXKET MPeAOTBPATUTD
3apakeHHe OCTAIbHON YacTH MH()OPMAIIMOHHON HHPpACTPyKTyphl. OTKIIOUEHUE 3apaKEHHOTO 3JIeMEHTa
MH(POPMAIMOHHON MHGPACTPYKTYPHI (TPYIIIBI 3JIEMEHTOB MM HUH(OPMALIMOHHOTO pecypca B IEIOM) OT
cetu MHTepHeT wim JIOOBIX JAPYrMX OOIIEAOCTYMHBIX CETeH CBSI3UM MOXET NpPeAOTBPATHTDH
HECAHKIIMOHUPOBAHHBINA JOCTYI U, COOTBETCTBEHHO, HapyIIeHNE KOH(PUICHIIUATBHOCTH, LIEJIOCTHOCTU U
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JIOCTYHHOCTH wuH(popMarmu. B HEKOTOpHIX choydasx IeaecooOpa3sHO OCYIIECTBIATh MOHUTOPHHT
BPEIOHOCHON aKTUBHOCTH, OIPAaHUYMB IPH 3TOM BO3MOXXHOCTH 3JIOYMBIIUIEHHHKA aTaKOBaTh IpPYyrue
MH(OPMAIMOHHBIE PECYPCHI;

- BBIKJTFOUCHHE.

Ecnu nanpHeiiee GpyHKIMOHUpPOBAHHME AIEMEHTa WH(POPMAIIMOHHON HH(PACTPYKTYpHl (TpYyHIIbI
3JIEMEHTOB WM MH(OPMALMOHHOTO pecypca B LI€JIOM) MPUBEIET K YHHUUTOXKEHHIO (IIOTEpe) IaHHBIX,
MOXKET OBITh MPHHATO pEUICHWE O TMPEeKpalleHud (YHKIMOHUPOBAHHUS >IEMEHTa WH(MOPMAIIMOHHON
UHPPACTPYKTYPHI (TPYIIIBI AIEMEHTOB MM WH(POPMALMOHHOTO pecypca B 1esnoM). Cleayer yduThIBaTh,
YTO BBHIKJIIOYCHHE 3JIeMEHTa MH(POPMAIMOHHOW MH(PPACTPYKTYPhl MOXET OTPUIATEIHHO CKa3aThCs Ha
paboTe KOHKPETHBIX TOJIh30BATENICH, CEPBUCOB U PA3IMYHBIX KPUTHYECKUX IMpoLieccoB. JlaHHoe perienne
JOJDKHO TIPUHUMATHCS B KOOPAMHAIMU C COOTBETCTBYIOIIUM PYKOBOJUTEIIEM H/WJIH OTBETCTBEHHBIMHU 32
AKCTUTyaTaIi0 HH(POPMAIMOHHBIX PECYPCOB OPTraHU3AIIHH;

- I3MEHEHUs MapIIpyTU3alliH.

V3MeHeHHsT MapIpyTHU3allui OCYIIECTBISIFOTCS C IENBI0 YCTPAaHEHHsT Mapuipyra, 1Mo KOTOPOMY
JEWCTBYET 3JI0YMBIIICHHHK, MPEMSITCTBYS €My B IOJIYYeHHH JIOCTyNa K WH(OPMAIIMOHHBIM pecypcam,
KOTOpPBIE MOTYT SIBIIAITRCS OOBEKTAMH aTakd, a TakkKe OJOKHPOBAHUS MEXaHU3MOB IEpeaadn
(pactipoctpanenusi) BpenonocHoro [10;

- OTKJIFOUEHHE WIIH OJIOKHPOBAHUE TTPOIIECCOB.

B manHOM ciydae ocymiecTBIseTCs OTKIIOYEHUE MM OJIOKMPOBAHHE TPOIIECCOB, KOTOPHIE MOTIIH
OBITh MCTIOJIB30BAHBI 3JI0YMBITINIEHHHKOM;

- OTKJIFOYEHHE YUETHBIX 3aIMCEN MOJIb30BATEIIEH.

B manHOM ciyuae OCymIeCTBISIETCS OTKIIOYCHHE YYETHBIX 3alliCeil IMOJIb30BaTelNeil, KOTOpbIe
MOTJIH OBITh HCTIOJIB30BAHBI 3JI0YMBIIIJICHHHKOM.

JIroOble M3MeHeHusT B MH(MOPMAIMOHHBIX pecypcax, BKJIIOYass MACHCTBUS IO JIOKAJIU3alUH
KOMIIBIOTEPHOI'O MHIU/IEHTa, MOTYT NPHUBECTU K MOTepe (YHUUYTOKEHHUIO) MH(POPMALMH, CBSI3aHHON c
BO3HUKHOBEHHEM KOMIIBIOTEPHOIO MHLUAEHTA (IM(POBBIX cBUAETENLCTB). ClienyeT yOeauThes, 4To BCs
uHpopMmanus, HeoOXoauMas AJsl YCTAHOBJIEHHMS NPUYMH U YCIOBHH BO3HMKHOBEHHUS KOMIIBIOTEPHBIX
WHIUICHTOB (IM(POBBIE CBUICTEIHCTBA), COOpaHa B TOJHOM OOBEME Mepe] BHECEHHEM KaKHX-JIH0o
CHUCTEMHBIX H3MEHEHHUH.

5.4. BoisiBjieHH e NOCJIEACTBUH KOMIIbIOTEPHOT0 HHIIUEHTA

Ha srane «BrisgBienne HOCJIC,I[CTBHI;'I KOMIIBIOTCPHOT'O MHIIMACHTA» CIICHUATIUCTaMU, BXOAAIIUMU
B COCTaB pa6oqel71 I'pyIIbl p€arupoBaHus HA KOMHI)IOTepHI)II;'I WHIOUACHT, JOJIKHBI BBIITOJIHATBHCS I[eﬁCTBI/ISI,
HAITpaBJICHHBIC HAa BBISABJICHUC IIPHU3HAKOB HETaTHBHOI'O BO3,HCI>'ICTBH$I Ha 3JICMCHTHI HH(bOpMaHHOHHOﬁ
I/IH(bpaCTPYKTypr, BOBJICUCHHBIC B KOMHBIOTepHLIfI HMHIMUACHT.

HpI/I BBIABJICHUH IIPU3HAKOB HCTATUBHOI'O BO3JICUCTBUS Ha DJIEMEHThI HH(i)OpMaHHOHHOﬁ
I/IH(bpaCTPYKTypr, BOBJICUCHHBIC B KOMHBIOTepHBIﬁ HMHIOUWICHT, CIICHHUAJIMCTBI, BXOJAIIHMEC B COCTAaB pa60qel71
T'pYIIIBI pe€arupoBaHusd Ha KOMHBI-OTepHHﬁ HHOUACHT, JOJIDKHBI ITPOBCCTHU ,HeTaJIBHBIﬁ aHaJIn3 UMCIOIIINXCs
JaHHBIX O KOMIIBIOTCPHOM HHIUJACHTC.

Ha PUCYHKEC 3 MMpCACTAaBJICHA CXCMa OPIraHU3allMOHHOIO ITpOoLecCa dTalla «BpIsIBI€HNE TOCHEACTBUIM
KOMIIBIOTCPHOT'O HHOUACHTA».



10

BbIABNEHUE NPU3HAKOB OnNUcCaHNe NPU3HAKOB HEraTUBHOTO
Pa6ouas rpynna ° HEraTUBHOrO BO3AEICTBNA Ha BO3AEWNCTBUS Ha SNEMEHTHI
pearmpoBaHus Ha aneMeHTbl UHOPMAaLIMOHHOR WHPOPMAUNOHHOM
KOMMbLIOTEPHbIA MHLIMAEHT E WHPACTPYKTYPbI MHPACTPYKTYpbI

Mepenada wHopmaumm

0 BLINOAHEHHBIX MpoTokonuposaxue

BbINOMNHEHHbBIX AEACTBIA

AerCcTBUAX
MocnepcTansa KOMNLKOTEPHOTO
MHUMOEHTa onpegeneHsl
Cneumnanuct, OTBETCTBEHHBbIW o MpoBepka AOCTATOYHOCTM MNepexon Ha stan .
~ ~ «nuKBMAaUMs nocneacTsnm
3a pearnpoeaHue Ha l BbINOMHEHHLIX AEWCTBUN KOMbIOTEDHOTO MHLMAEHTE Y
KOMNbHOTEPHBIA MHUKMAEHT P un
(pyxoBoautens pabodei rpynnbi
pearupoBaHuna Ha Tpebyembln adpcpexT

KOMNbIOTEPHBIE MHLWAEHTbI) oTcyTCTRYET Cospnanue 3apanus

Ha AopaboTKy BbIMNOMHEHHBLIX
Mep

Pucynoxk 3. Cxema opranu3aiioOHHOTO Tpoiiecca 3tamna «BbIsiBIeHHEe OCIEICTBUN KOMITBIOTEPHOTO
WHIIAICHTA

K nmpumepaMm mnpu3HAKOB HEraTHBHOTO BO3/JECUCTBHUS Ha 3JEMEHTHl HMHGOPMAIMOHHOMN
WH(PPACTPYKTYphl, BOBJICUYCHHBIC B KOMIBIOTEPHBIN WHITUICHT, KOTOPHIC BBISBISIOTCS B XOJ€ aHAINM3a
MMEIOLIUXCS JAaHHBIX O KOMIIBIOTEPHOM MHIIMJIEHTE, MOKHO OTHECTH CJIETYIOIIEE:

- HENITaTHAsI CETeBasi aKTUBHOCTh dJIeMeHTa WH()OPMAITMOHHOW HHPPACTPYKTYPHI;

- Cco3JaHHbIe, MOAU(UIIMPOBAHHBIC, yAaleHHbIE (alibl, KaTajiord, mapaMmerpsl HacTpoiiku OC,
CpenCcTB 3anuThl HHpopManuu, npukiaagHoro [10;

- OTKJIOHEHHUS OT 3TAJOHHBIX (IOMYCTUMBIX) MapameTpoB kKoHburypauuu OC, cpeAcTB 3aliuThl
nHpopmanuu, npukiagaaoro [10;

- OTKJIOHEHHUS OT ATAJIOHHOTO (JIOMyCTUMOT0) cocTaBa npukiagHoro [10, ycranosnennoro B OC;

- OTKJIOHEHHUS OT 3TAJIOHHOTO (AOMYCTUMOTO) COJEp KaHMsI CHCTEMHBIX U 3alllUIIaeMbIX (aiiioB;

- BBINOJHEHHbIE MOTEHLUUAJIBbHO BPEIOHOCHBIE KOMAHJbI, B TOM YHCIE pACIOJIO)KEHHBIE B
ONIEPATUBHOM MMAMSITH;

- IPU3HAKH, UICHTUQUIMPYIOIINE UCTOYHUK KOMIIBIOTEPHON aTaKy;

- IpU3HaKu cO0EB, epe3arpy30K, OCTAHOBOK U IPYTUX HapylieHui B mraTHoi padote OC, cpencts
3amuThl nHGopManuu, npukiaganoro I10;

- MPU3HAKU HapylIeHUH (QYHKIMOHUPOBAHHUS CETEBBIX CIYXO, aHOMAaJbHOTO HCIHOJIB30BaHUS
CUCTEMHBIX PECYPCOB;

- npyras uHpOpMAIUs, XapakTepHas A OTHEIbHBIX TUIIOB KOMIIBIOTEPHBIX HHIIMJCHTOB U
KOMIIBIOTEPHBIX aTakK.

5.5. JIukBUAAIUSA MOCTEICTBHI KOMIILIOTEPHOT0 HHIMIEHTA

Ha srane «JIukBuaanus nociaeCTBUM KOMIBbIOTEPHOTO HHIIUJICHTA) CHEUATNCTaMH, BXOASIIUMU
B COCTaB paboueil rpynibl pearupoBaHus Ha KOMIIbIOTEPHBIN HHIMJIEHT, I0JIKHbI BBIMOIHATHCS JeHCTBUS,
HampaBjCHHbIE HAa YCTPAaHEHHME IOCIEACTBUN HETaTMBHOTO BIMSHUS KOMIBIOTEPHOTO HHIIMJEHTA Ha
MH(POPMALMOHHBIN pecypc (IO BO3MOXKHOCTH) H/WJIM BOCCTAHOBJIEHHE 3JIEMEHTa WH(pOPMAIMOHHOM
UHQPACTPYKTYPHI (TPYIIIBI 3JIEMEHTOB WIIM HH(POPMAIIMOHHOTO pecypca B I1eJI0OM) U/Uiti o0pabaTbiBaeMoit
B HEM HH(pOpMaIUH.

Ha pucynke 4 mnpeacraBieHa cxeMa OPraHM3allMOHHOTO TMpolecca dTana «JIukBuganus
MOCIIEICTBUI KOMIIBIOTEPHOTO MHIIUJICHTA.
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PaGouas rpynna @, OnpegeneHune HanpaeneHusa
pearmpoaaszg Ha m—-— BbiNO/IHAEMbIX PaGOT N0 NUKBMAAUUM gggf:;::z%‘:ﬁ
KOMNBIOTEPHbIA UHLNAEHT NOCAEACTBUIA KOMMNBLIOTEPHOTO MHUMAEHTA
@
Monb3osaTtens MHPOPMaLUMOHHOO
pecypca, 3a4eiCTBOBaHHOro n
B KOMNbIOTEPHOM UHLUWAEHTE i
OTMeHa Ha 3neMeHTe NHMPOPMALIMOHHOR BoccraHosnerve us Mepenaua
WUHPPACTPYKTYPLI, BOBAEYEHHOM B cee pesepsHbix konuit OC, wHopmauumn
KOMMbIOTEPHbBIN UHLUAEHT, BbIABNEHHBbIX npuknagHoro MO u 1 © BbINONHEHHbIX
W3MEHEHUW OT BREAOHOCHbIX AEWCTBUIA WHopmaLumn AERCTBUAX
Cneynanuct, OTBETCTBEHHbI
3a pearupoBaHue Ha l
KOMNbIOTEPHBIA UHLWAEHT L]
(pyxoeoauTens paGodedi rpynne! w OCNeACTBUA KOMABIOTEPHOTO
PEArNPOBAHNS Ha | WHLWAEHTA NIMKBUAUPOBAHb!
KOMMBIOTEPHBIE NHLUUAEHTbBI)
MpoBepka 4OCTAaTOMHOCTU Mepexop, Ha 3Tan «3akpbITUE
BbLINONHEHHEIX AeACTBUI KOMNBIOTEPHOIO MHUMAEHTa»

Monb3oBarens MHPOPMALUOHHOTO @

pecypca, 3aAeACTBOBaHHOMO n Tpebyemblin achchekT
B KOMNLIOTEPHOM UMHUWAEHTE oTcyTCTBYEeT

CospaHune 3aaaHva
Ha popaboTky
BbINONHEHHbIX 4eWCTBNA

Pucynok 4. Cxema opraHu3alliOHHOTO Ipolecca 3rana «JIMKBuaaus nociecTBUN KOMIIbIOTEPHOTO
WHIINAJICHTa»

K mnpumepam BO3MOXHBIX ACHCTBUI, KOTOPbIE MOTYT OBITh BBITIOJHEHBI ISl JTMKBHIAIHH
MOCIIEICTBUI KOMIIBIOTEPHOTO MHIIMJCHTA, IPUBE/IIET0 K HETATHBHBIM IOCIIEICTBUSM Ha YPOBHE CETH,
MO>KHO OTHECTH:

1) BHeceHne u3MeHeHHME B mapamerpbl Hactpoek OC, cpencTB 3amuThl HHGOPMAIMHA U
npukiaaaoro 10, GyHKIHOHUPYIOMEro B MHPOPMAIMOHHBIX PECYPCaX, BOBJICUCHHBIX B KOMIIBIOTEPHBIH
WHITUICHT;

2) OTKJIFOYCHUE HEHCIIOIb3YeMbIX (DYHKIUI TEIEKOMMYHHKAIIMOHHOTO 000py/I0BaHUs (Harpumep,
OTKJIIOUYEHHUE YA3BUMBIX CEPBHUCOB WM MPOTOKOJIOB, KOTOPBIE HMCIOJb30BAIUCH IS PACHpPOCTPaHEHUS
BpenoHocHoro [10);

3) cMeHa ayTeHTU(UKAIMOHHOW WH(POPMAIMM CKOMIIPOMETHPOBAHHBIX  YUCTHBIX — 3arHCei
M0JIb30BATENEH:

a) Ha TEJICKOMMYHUKAITMOHHOM 00OPYIOBAHHH;

0) cpeaCcTBaX MEXKCETEBOTO AKPAaHUPOBAHUS;

B) CpEJICTBAX 3alllUThl OT KOMIIBIOTEPHBIX aTaK, HAIIPABJICHHBIX HA OTKA3 B 00CIYKUBAHUU;

4) BHeCEHHME U3MEHEHHI B ITPaBUIIa (PUIBTPALIMU MEKCETEBBIX SKPAHOB;

5) BHeCeHHME M3MEHEHHI B TIApaMeTPbl OYMCTKU TpaduKa B CPEICTBAX 3ALIUTHI OT KOMITBIOTEPHBIX
aTak, HaMpaBJIECHHBIX HAa OTKa3 B OOCITYyKUBaHHH;

6) MoAKIIOUCHHUE PE3EPBHBIX PECYpPCOB (KaHAJbI CBS3M, CEPBEPHOE 000OPYIOBaHKE, BUPTYAIbHbIC
MallHbl, 000pyJOBaHUE U3 COCTaBa 3aMacHbIX UHCTPYMEHTOB U MPUHA]ICKHOCTEH);

7) murpanus (mepeMelieHne) BUPTYaIbHbIX MAIIMH B CTOPOHHHUE BUPTYaJIbHbIC HHPPACTPYKTYPHI.

K mpumepaM BO3MOXKHBIX Mep, KOTOpbIE MOTYT OBITH MPHUHATHI JAJS JTUKBUAALMUUA MOCIEACTBHIMA
KOMITBIOTEPHOTO MHIIMJICHTA, MPUBE/IIET0 K HEraTUBHBIM IMOCIEJACTBUSAM Ha ypoBHe mpukiagHoro 10,
MO>KHO OTHECTH:

- BBINIOJIHEHHWE HACTPOUKH Oe30MacHON KOH(Urypaluu MpUKIAAHOTO Wi crenuanbHoro I10,
BOBJICUEHHOTO B KOMITbIOTEPHBIN WHIIU/ICHT;

- BOCCTAaHOBJICHHE U3 aKTyaJbHBIX PE3epBHBIX KON (aiinoB, 6a3 JaHHBIX, KOHOUTYPAIIMOHHBIX
(aiinos, moaBeprumxcs MoAU(GUKAIINH IPU KOMITBIOTEPHOM MHIIUJICHTE;

- BOCCTAHOBJICHME YyJaJeHHbIX (haillloB, B TOM 4YHCIE C HCIOJb30BAaHUEM CIIELUAIBHBIX
WHCTPYMEHTAIBHBIX CPE/ICTB;

- ynanenue 10, BOBJIe4UeHHOTO B KOMIIBIOTEPHBIN MHIIMJCHT, U BCeX €ro (ailyioB ¢ mocieayromen
YCTaHOBKOM akTyasbHO# Bepcun ganHoro I1O u akTyanbHbIX OOHOBICHHH 6€30MaCHOCTH.

K mpumepaMm BO3MOKHBIX Mep, KOTOPbIE MOTYT OBbITh MPUHSATHI JUIS JTUKBUIAIIMH TMOCIEICTBUN
KOMIBIOTEPHOT0 MHLUICHTA, IPUBE/IIEr0 K HEraTUBHBIM NOCIEACTBUAM Ha ypoBHEe OC, MOKHO OTHECTH:

- ynanenue BpenoHocHoro [10;

- OTMEHa U3MEHEHHH, BHECEHHBIX BpenoHOCHBIM [IO (Hampumep, ynaleHUE CO3JaHHBIX
BpeaoHocHbIM [IO ¢aitnoB, oTMeHa BHITIOJHEHHBIX M3MEHEHUH B KOH(urypauuu u HacTpoiikax OC,
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yJlajeHue co31aHHbIX BpeJOHOCHBIM [10 yueTHbIX 3anucei);

- CMEHa ayTeHTH(PHUKAIMOHHONH WHPOpPMALMU Ui CKOMIPOMETHPOBAHHBIX YYETHBIX 3amucen
nons3oBateneii B OC;

- BOCCTaHOBIICHHE CPEJCTB 3alIUThl HH(MOopMalyy, GpyHKunoHupyromux B cpene OC;

- BoccranoBieHne OC B 1e10Mm;

- HacTpoiika 6e30macHOi KOH(UTypalu CPenCcTB 3alMThl HHQOpMAIMH, (YHKIMOHUPYIOMINX B
cpene OC;

- HacTpolika 6ezonacHoi kKoHpuryparuu OC;

- nepeycranoBka OC u npuxnagHoro 10 ¢ nocnenyromiell ycTaHOBKOM aKTyalbHBIX OOHOBIICHUI
0€30IaCHOCTH.

5.6. 33Kpl)IT]/Ie KOMIIBIOTEPHOT0 MHIIUACHTA

Pemrenne 0 3aKkpbITUM KOMIBIOTEPHOTO WHIHKJEHTA IMPUHUMAETCA MO pe3yiabTaTaM IPOBEPKH
CHEIMaIMCTOM, OTBETCTBEHHBIM 3a pearMpoBaHME€ Ha KOMIIBIOTEPHBIH HMHIMJEHT (PYKOBOIUTEIEM
paboyeil Tpymibl pearnpoBaHusl Ha KOMIIBIOTEPHBIA UHIUJIEHT), B X0JI€ KOTOPOH ONpeessieTcs MOJIHOTa
BBITIOJTHEHHBIX W 3allPOTOKOJMPOBAHHBIX JIEHCTBHUM IO PEarupOBaHUI0 HA KOMIBIOTEPHBIM WMHIWJEHT,
BBITIOJTHEHHBIX Ha KaXKJIOM dTalle pearipOBaHNs HA KOMIIbIOTEPHBIA HHIIUJICHT.

Kaproukn KOMIBIOTEPHBIX MHUUACHTOB IOCIE 3aKPBITUS COOTBETCTBYIOIIMX KOMIIBIOTEPHBIX
MHIUCHTOB HE JOJKHBI YAAIATHCS, TaK KAK OHU MOT'YT OBITh MCIIOJIb30BaHbI B JAJIbHEHIIIEM KaK TUIIOBbIE
11abJI0HbI JEMCTBUI MO pearupoBaHUIO Ha aHAJIOTUYHbIE KOMIIBIOTEPHBIE HHIUACHTHI U IIPU MPOBEICHUN
aHaIM3a JeSTENbHOCTH 10 UX YIPABICHUIO.

Kaproukn 3aKkpbITBIX KOMIBIOTEPHBIX MHIIMACHTOB MOTYT HCIIOJIB30BAThCA B KaYECTBE THIOBBIX
11a0JIOHOB JEHCTBUI 10 pearupoBaHUIO Ha aHAJIOTMYHbBIE KOMIBIOTEPHbIE MHIUAECHTHI B OPraHU3alUU C
1enblo (GopMHUpOBaHUA 0a3bl 3HAHUM, JNOCTYNHOHM cHelMaIncTaM, BXOASIIUM B COCTaB pabOuyMX Ipymm
pearupoBaHMsl HA KOMIIBIOTEPHbIE HHIIMJCHTHI TPU paboTe ¢ HOBBIMU KOMITbIOTEPHBIMH MHIUJICHTAMHU.

6. PUKCALINSI MATEPUAJIOB, CBSI3AHHBIX C BOBHUKHOBEHUEM
KOMIIBIOTEPHBIX HHIHUJAEHTOB, U YCTAHOBJIEHUE ITPUYUH U YCJIOBUHU UX
BO3HUKHOBEHUA

6.1. (I)I/IKCZIIII/ISI MaTepuaioB, CBA3aHHbLIX ¢ BOBHUKHOBCHHEM KOMIIbBIOTEPHbLIX HHIIUICHTOB

CocTtaB MarepHasioB, CBS3aHHBIX C BO3HMKHOBEHHEM KOMIIBIOTEPHBIX HHIIMAECHTOB (IIM(PPOBBIX
CBUJETENBCTB), MOJUIeKAMUX (UKCAIUU, 3aBUCUT OT THUIA KOMIBIOTEPHOTO HWHIUACHTA M €ro
OCJICACTBUU.

B pamkax pearnpoBaHusi Ha KOMIIBIOTEPHBIE HHIIMIEHTHI MOTYT (PUKCHUPOBATHCS CIEAYIOIINE
MaTepHabl, CBA3aHHBIE C BOSHUKHOBEHHEM KOMIIBIOTEPHBIX HHIUJCHTOB (IIM(POBbIE CBUICTEIBCTBRA):

- 3JIEKTPOHHBIE 00pa3bl MITATHBIX MAIIUHHBIX HOCUTENEH MHPOPMAIINH CPEACTB BBIUYUCIUTEIHLHON
TEXHUKH W/WIHA CheMHBIX MAITUHHBIX HOCUTENIEeH HH(POPMALINH;

- cogepxumoe padoueit mamsaTH (qamm) mpouecca, aapa OC umu OC B nenom;

- ceTeBOM TpaduK, HUPKYTUPYIOUIUH MEXKIy BOBJICUEHHBIMH B KOMIIBIOTEPHBI WHIUICHT
alIeMEeHTaMU MH(POPMAIIMOHHON MHMPACTPYKTYpPHI, a TaKKe MEKIY dTUMHU DIIEMEHTAMHU U 3JIEMEHTaMHU
Ipyrux GyHKIHOHUPYIOIUX B ceTu VIHTEpHET pecypcoB;

- 00pasusl BpenonocHoro [10;

- oTHeNbHBIC (aillibl, TaKMe KaK >KypHaJIbl PErUCTpAlluu COOBITHI Oe30macHOCTH, (halibl peecTpa
OC, cuctemHbIe U MMOJIH30BATENbCKUE (HANITBL;

- COOOIIIEHUS IIEKTPOHHOM MOYTHI,

- CHUMKHU COCTOSIHUSI BUPTYaJIbHBIX MAIIIUH.

6.2. YcTraHoBJIeHHE NPUYIMH U yCJ'IOBI/Iﬁ BOZHUKHOBCHUS KOMIIBIOTCPHBIX HHIUICHTOB
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JleaTenbHOCTb 110 YCTAaHOBJICHHUIO PHYWH U YCIOBUH BO3ZHUKHOBEHUS KOMITBIOTEPHBIX HHITUICHTOB
HampaBJeHa Ha onpezeseHne GakTopoB, 00YCIOBUBIINX BO3MOKHOCTh BOSHUKHOBEHHSI KOMITBIOTEPHOTO
WHITUICHTA U/UJIH CTIOCOOCTBOBABIIIUX €TI0 BOSHUKHOBEHHIO.

CymiecTBYIOT pas3iIUyYHble BHIbBl aHAINW3a 3a(UKCHPOBAHHBIX MATEPUANOB, CBS3aHHBIX C
BO3HUKHOBEHHUEM KOMITBIOTEPHBIX HHIUACHTOB (IU(PPOBBIX CBUICTENBCTB), KOTOPHIE MOTYT OBIThH
BBITIOJTHEHBI ISl YCTAHOBJICHUS IPUYMH M YCIOBUN MX BO3HUKHOBEHUS. K TakuM BUIaM OTHOCATCS:

- QaHAJIN3 ICUCTBUH IOJIb30BATEIICH.

K cBegenusaM, noanexammum U3y4eHUIO B X0/I€ aHAJIM3a ACUCTBUI II0JI30BATENEH, OTHOCSTCS:

- JIeMCTBUS MOJIb30BaTENEH, KOTOPBIE BBIOJIHSINCH A0 U BO BPEMS PETUCTPALIUN KOMIIBIOTEPHOIO
MHIMIEHTa (HalpuMep, TMocelleHne BeO-caiiTa, OTKPBITHE COOOIICHUS DJIEKTPOHHON MOYTHI, OTKPBITHE
3IIEKTPOHHOTO JOKYMEHTA, MOJKII0YEHUE HOCUTENSI HH(OpMAINU U IpyTHe);

- CBeJICHUs1 00 UTHOPUPOBAHUH TI0JIH30BATEIIEM MOABIISIONTUXCS coobmeHuit OC, cpecTB 3alTuThI
nHpopmanuu u npuxiagHoro IO (Hampumep, 0 HeE0OXOIUMOCTH BBINOJHUTH OOHOBIeHHME OC, ee
repe3arpy3Ky, O BBISIBICHHOM MOTEHITMATBHO BPEIOHOCHOM (paiisie);

- a"anmu3 OC sneMeHTa HHGOPMAITMOHHON MHPPACTPYKTYPHI.

K cBenenusim, mojiexxamuM u3ydeHuro B xoae aHanmmza OC snemeHTa HHPOPMAIMOHHOM
MH(PaCTPYKTYpbl, OTHOCSTCS:

- )ypHaJbl (IPOTOKOJIBI) perucTpannu coobiTuii 6ezonacnoctr OC, cpeacTB 3auMTh HHPOpMALUU
n npukiagsoro 110;

- nH(MOPMAIHS O 3aIyIIEHHBIX TPOTPAMMHBIX ITPOIIECCaX;

- nH(opMaIMs 00 YCTAHOBJICHHBIX CETEBBIX CECCHSIX M OTKPBITBIX CETEBBIX TOPTaX;

- peectp OC (TIpu HATMYUHN);

- uHpopmarms 06 aTpudyrax 00bEKTOB (ailIoBOM CUCTEMBI;

- COCTaB YYETHBIX 3aIIUCEH MOJIb30BaTEIEH U UX MPAB;

- aHaJU3 3alUIIEHHOCTH.

AHanu3 3allMIIeHHOCTH SIBIIETCS MpOIlecCOM H3ydeHHs HH(opManuu 00 aKTyalbHBIX
ysizBuMocTsax OC, cpenctB 3amuthl uHGOpManuu u mnpukiagHoro 10, dyHkuuoHupyromero B
MH(OPMALIMOHHBIX pecypcax, BOBJICUEHHBIX B KOMITbIOTEPHBIN HHLIUICHT.

K cBenenusim, nojyiexaiiim U3y4eHUIO B X0/I€ aHAJIM3a 3aIUIIIEHHOCTH, OTHOCSATCS:

- CYLIECTBYIOIIME pE3yJbTaThl MPOBEACHUS MEPOIPHUIATHI MO aHaIM3y 3allUIIEHHOCTU
MH(OPMALIMOHHBIX PECYPCOB;

- ceteBas koHpurypauus OC, npukiagdoro [10;

- rpynmnoBbie nosuTHku 6e3omnacuoctu OC;

- G yHKIIMOHAJIBHBIC MTapaMeTphl HacTpoek mpukiaanoro 10, cnyx6 OC;

- COCTaB YCTaHOBJICHHBIX (HEYCTAHOBJIECHHBIX) aKTyallbHbIX OOHOBIEHHH Oe3omacHoctu OC,
CpeacTB 3aiuThl HHGopMaImu u npukiagsoro 110;

- COCTaB TMPOTPaMMHOIO U  allapaTHOTO OOECHeueHuss JIEeMEHTOB HH(OPMAIMOHHON
UH(PACTPYKTYPHI, BOBJICUECHHBIX B KOMIIBIOTEPHBIN UHIIUICHT;

- aHaJU3 CETeBOTro Tpaduka.

K cBenenusm, nojuiexaiiuM U3y4eHHUIO B X0JI€ aHAIIU3a CETEBOro Tpaduka, OTHOCATCS:

- KOMHsI ceTeBOro Tpaduka W/ MM ero (QparMeHTbl, 3aUKCUPOBAHHBIE CPEACTBAMH 3allHCH
(ananmu3za) ceteBoro Tpaduka, U3 (B) cerMeHTa (CETMEHT) JIOKAIIbHOM BBIYMCIUTENBHON CETH, B KOTOPOM
PacMoOKeH dMeMEHT HHPOPMAIIMOHHOW HH(PACTPYKTYPHI, BOBJICUCHHBIH B KOMIBIOTEPHBII UHIIUICHT;

- KOTUsI CeTeBOTo TpaduKka W/UiIu ero (pparMeHThl, 3aQMKCUPOBAHHBIE CPEICTBOM OOHApYKEHHUS
KOMITBIOTEPHBIX aTak (CUCTEMOUW OOHApYKEHHs] BTOPKEHHI) UM WHBIMHU CPEACTBAMH BBISBICHHUS YIPO3
0e30macHOCTH UH(pOPMAIIHH;

- CTaTUCTHYecKass M MHas HH(popMalMs O MOTOKaX CETeBOro Tpaduka Mexay HIEMEHTOM
nH()OPMAIMOHHOW HHQPACTPYKTYpHl, BOBICYEHHBIM B KOMIIBIOTEPHBIA HWHIUICHT W BEPOSTHBIM
HMCTOYHUKOM KOMIIBIOTEPHOHM aTakd, a TakKe MEXIY SJIEeMEHTOM HH(POPMAIMOHHON HH(PACTPYKTYpHI,
BOBJICYCHHBIM B KOMIIBIOTEPHBIA MHIIMACHT, W JPYTUMH CETEBBIMU YCTPOWCTBAMHU JIOKAJIbHOMN
BBIYHCIUTENBHON CEeTH;

- cTaTUCTHYecKas W WHas uHPoOpMalMs O TMOTOKaxX ceTeBoro Tpaduka, 3apUKCHPOBAHHAS
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TEJIEKOMMYHHKAIIMOHHBIM 000pYIOBaHHEM WM CTICLUAIN3UPOBAHHBIMU CPE/ICTBAMH,

[Torokom cereBoro Tpaduka cuuTaeTcsi HAOOp CETEBBIX KaJIpoB, MPOXOJAIIUX B OJHOM
HAIPaBJICHUU K OJTHOMY CETEBOMY YCTPOICTBY B paMKax OJHOT'O CETEBOIO CEaHCA.

- aHAJIN3 IPOTPAMMHBIX U HH()OPMAIIMOHHBIX 00BEKTOB.

Jnist aHamM3a MporpaMMHBIX 00BEKTOB JOMYCKACTCS BBIMOIHATE CIEAYIONIUE MPOLETYPHI:

- oOparHas pa3pabOTKa WCHOJHIEMBIX M OMHAPHBIX (AilJIOB MyTeM AW3acCeMOTUPOBAHUS UX
MAIIMHHOTO  KOJA, JEKOMIWIAIWW  (BOCCTAaHOBJIEHHUS) TPOTPaMMHOTO KOAAa JO  HMCXOIHOTO
(TIepBOHAYATIBLHOTO), UCTIOJIB30BAHUS PEXKUMA OTIIAAKH ITPOrPAMMHOTO KOJ1a;

- M3y4eHHE IMOBEIEHHs MPOTPAaMMHBIX OOBEKTOB M BIMSHHUS MX HA Cpeay (pyHKIMOHUPOBAHHS,
(baiiIoByIO CHCTEMY B aBTOMAaTH3MPOBAHHOW 3aMKHYTOH CUCTEME (Cpe/ie) MPEABAPUTEIHHOTO BBITIOJIHEHHS
IpOrpamm.

[Ipu ycTaHOBICHUN PUYHH U YCIOBHIA BOSHUKHOBEHUS KOMITBIOTEPHOTO MHIUICHTA JOITYCKAeTCs
IIPOBOJNTH HECKOJIBKO BHMJOB aHAIN3a. YPOBEHb WJIN INIyOMHA NPOBOJMMOTO aHAIM3a YacTO MOJXKET
3aBHCETh OT ITOCTABJICHHOW B OPraHU3aIlNH 331auu.

7. AHAJIU3 PE3YJIBTATOB JESITEJIBHOCTH MO YIIPABJEHNIO KOMIIbIOTEPHBIMH
WHIOMIEHTAMHA

7.1. O01Me MoJI0KeHus

Cragust «AHanu3 pe3yabTaToB AEATEIbHOCTU MO YIPABIEHUIO KOMIBIOTEPHBIMU MHIIUJICHTAMI)
BKJIIOUAET B ce0s CIEIYIOIIHNE TaIbl:

- mnpuoOpeTeHHe M HAaKOIUJICHHE OMbITa [0 pe3ylbTaTaM YIpaBJI€HUS KOMIIbIOTEPHBIMU
VHINJICHTaMH;

- pa3paboTka pEKOMEHJAIMil MO0 YyCTpaHeHHI0 B HWHGOPMAIMOHHBIX pecypcax MPUYMH
Y YCIIOBUM BO3HUKHOBEHMS] KOMIIBIOTEPHBIX HHIIUJICHTOB;

- OLIEHKa Pe3ylbTaToOB U A3PHEKTUBHOCTH pearupoBaHMs HA KOMIIbIOTEPHbIE MHIIUICHTHI.

7.2. IlpuoOpeTeHne U HAKOIVIEHHE ONBITA MO Pe3y/JbTaTaM YNPaBJIeHUS] KOMIIbIOTEPHBIMH
HHIM/IEHTAMH

Hpouecc HpI/IO6peTCHI/IH M HaKOIUICHMS OIBITA SBIAETCS BaKHOM COCTaBJIHIOHIeﬁ BCACHUA
ACATCIIBHOCTH II0 YIPABJICHUIO KOMIIBIOTCPHBIMHM MHIUMACHTAMU. ITocne 3aBCPUICHUA BCCX OJOTaIlOB
p€arupoBaHusd Ha KOMHBI-OTGpHBIﬁ HHIUACHT Ba*XHO, YTOOBI OopraHu3anusa npno6pena M HaKOIIMJIa OIIBIT
YIIpaBJICHUA KOMIIBIOTCPHBIMHA WHIUACHTaAMU.

HpI/IO6p€TeHI/Ie U HAKOIUICHUEC OIbITa II0 Ppe3ylibTaTaM YHPaBJICHUA KOMIIBIOTCPHBIMU
HHIWJICHTAMHU I103BOJIACT:

- I/I,I[eHTI/I(l)I/II_[I/IpOBaTB MCTOABI H CII0COOBI O6Hﬂpy>KeHI/IH h perucCrpaivud KOMIIbIOTCPHBIX
HHIUACHTOB U pCarupoBaHus Ha KOMIIbIOTCPHBIC HHIUACHTBI, KOTOPLIC ITOKa3aJii CBOIO 3(1)(1)6KTI/IBHOCTB B
OTHOIICHHUHU YK€ 3aKPBITBIX KOMIIBIOTCPHBIX WHIITUACHTOB,

- ,Z[Opa6OTaTI> (aKTyaJ'II/ISI/IpOBaTB) JAOKYMCHTAIIMKO B YaCTHU YIHIPABJICHUS KOMIIBIOTCPHBIMHU
WHIOWJICHTaAaMHKM, B TOM YHCJIC HACTOAIICC MeTtoamyeckoe PYKOBOACTBO M IIJIaH PpCarupoBaHUs
Ha KOMIIBIOTCPHBIC NHIIUCHTHI.

Bce uzMenenus (KOppCKTHpOBKI/I, I[OHOJ'IHCHI/IH), Ipeajrara€Mbli€ K BHECCCHUTO B IIJIaH pCarupOBaHUA
Ha KOMIIBIOTCPHBIC MHIUACHTBI, OTHOCAIIUCCA K dTallaM «O6H&py>KCHI/Ie " perucTpanrs KOMIIBIOTCPHBIX
HHOUACHTOB» U «PpCArupOBAHUEC HAa KOMIIBIOTCPHBIC HHIOHUACHTBD, NOJI?KHBI OBITh HaaJacXKalluM 06pa30M
MPOBEPCHBI U IPOTCCTUPOBAHBI, T. €. JOJI?KHBI OBITH MMPOBCACHBI TPCHHUPOBKU I10 OTpa6OTKe MepOHpI/IHTI/Iﬁ
IIaHa  pearupoBaHusl Ha  KOMIIBIOTCPHBLIC WHIIUJICHTBI B COOTBCTCTBHUHU C IOJIOKCHUAMU
I'OCT P 59711-2022.

7.3. Pa3paGoTka pekoMeHAANHMIi 10 YCTPAHEHHMIO B MH(POPMALMOHHBIX pecypcax NPUYMH U yCJIOBHii
BO3HHUKHOBEHHUS KOMIIBIOTEPHBIX HHIM/ICHTOB
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[To pesymbraraM pearupoBaHusl Ha KOMIBIOTEPHBIC HHIMJICHTHl M YCTAHOBICHUS TPHYUH
U YCIOBUH WX BO3HHKHOBEHHSI CIEAyeT pa3padarbiBaTh PEKOMEHAAIMM TI0  YCTPAHEHUIO
B WH(OPMAIMOHHBIX pecypcax MPUYUH U YCIOBUI BOSHUKHOBEHHSI KOMIIBIOTEPHBIX MHIIMICHTOB. Takue
PEKOMEHIAINHA MOTYT BKJIFOYATh:

- pEKOMEHJAlMd [0  TPUHATHIO  JIOMOJHUTEIBHBIX  MEp  3aluThl  WHPOpMAIUU
B COOTBETCTBHM C HOPMATHBHBIMH TIPABOBBIMH aKTaMH W  METOJMYSCKUMHU JTOKYMEHTaMU
YIOJIHOMOYEHHBIX (eiepanbHbiX opraHoB ucnoyinutensHol Biactu (OPCh Poccun u ®CTIK Poccun), B
TOM YHCJIe TOPAOOTKY (aKTYyaIH3aINI0) U/WIH Pa3padoTKy JOKYMEHTAIH, PErIaMeHTUPYIOMIEH BOTIPOCHI
obecrieyeHns OE30MaCHOCTH OPraHU3alNH;

- pEeKOMEHJAIMK [0  TOBBIIICHUIO  3aIIUIICHHOCTH  WH(POPMAIIMOHHBIX  PECYpCOB
OT KOMITBIOTEPHBIX aTakK;

- PEKOMEHJAIMU [0 YCTPAHCHUIO TEXHUYECKMX TPUINH W YCJIOBHH, CIIOCOOCTBYIOIIHX
MIPOBEJICHUIO JECTPYKTUBHOTO BO3JICHCTBHUS HAa HH(POPMAITMOHHBIC PECYPCHI.

7.4. Ouenka pe3yabTaToB M 3 PeKTHBHOCTH PeArHPOBAHMS HA KOMIIbIOTEPHbIEC HHIUAEHTHI

[Tocne 3aBeprieHHs BCeX 3TANOB pearupoBaHUs Ha KOMITbIOTEPHBIA MHIIUACHT CJIEyeT IPOBOAUTD
OIICHKY PE3y/IbTaTOB M dYPPEKTUBHOCTH MPEIPUHSITHIX ACHCTBHIHA.

Takas omneHka HampaBiieHa Ha TO, YTOObI ONpPEAETUTh, HACKOJBKO 3((EKTUBHBI T€ WU HHBIE
MIPOIIECCH U TIPOTIETYPHI pearnpoBaHus Ha KOMITBIOTEPHBIC WHIHICHTEHI.

OneHky pe3ynbTaToB # A(QQGEKTUBHOCTH JEHCTBHHA, NPEINPUHATEIX Ha KaXKIOM dTare
pearupoBaHusi Ha KOMIBIOTEPHBIN WHIMIEHT, 11eJ1Iec000pa3HoO MPOBOAUTH B OTHOIIEHUH KOMITBIOTEPHBIX
UHIMJEHTOB CO CpEIHUM, BBICOKMM M KPUTHYECKMM YPOBHSIMH BIJIMSHUS W Ha OCHOBAaHUU
3aJJOKyMEHTHPOBAaHHBIX PE3Y/IbTaTOB pearupoOBaHHUs.

Taxke mnocne 3aBeplIeHUs] BCEX JSTAllOB pEardpoBaHMs HA KOMIIBIOTEPHBIM WHIMJIEHT,
11€J1eC000pa3HO MPOBOIUTH paboune COBEIIAaHUs CO CIELUATMCTAMU BCEX MOAPa3Ie/ICHUH, yHacTBYIOMIMX
B JICATENbHOCTH IO YNPABICHHUIO KOMIBIOTEPHBIMH MHIUAEHTAMHM Ha CTaausAX «OOHapyXeHue Hu
perucTpanysi KOMIbIOTEPHBIX HHIMIEHTOB» U «pEarupoBaHUe Ha KOMIbIOTEPHbIE HHLIUIACHTHI».

Ha paGoueM coBemianuu 1eaecooOpa3Ho 00CyIUTh CIEAYIOLUE BOIIPOCHI:

- OLIEHKAa JOCTaTOYHOCTH M 3(P(EKTUBHOCTH MPOLECCOB U MPOLELYyp PpearupoBaHUs
Ha KOMITBIOTEPHbIE UHIUJCHTHI, 3JI0KEHHBIX B IJIAHE;

- MpeUIoKEeHUs IO BKIIOYEHUI0 B IUIaH pearMpoBaHUs Ha KOMIIBIOTEPHbIE WHIUAECHTHI
JOTOJIHUTEbHBIX MPOLECCOB U MPOLENyp, KOTOpble MOIJIM Obl MOBBICUTH 3(PPEKTUBHOCTH NEHCTBUH,
BBIMOJIHAEMBIX HAa  CTaAUAX «OOHApy)KeHHMEe M  PEerucTpauuss KOMIBIOTEPHBIX  HHIMJIEHTOBY
U «pearupoBaHKe Ha KOMIIbIOTEPHbIE MHLIUACHTHI»;

- IpPEVIOKEHUS [0  HCHOJb30BAHUIO  JIOTIOJIHUTENIbHBIX HHCTPYMEHTAIbHBIX  CPEJCTB
C LIeJIbIO NOBBIILIEHUS 3P PEKTUBHOCTH PEarpOBAHUS M YCTAHOBJICHUS IPUYUH U YCIOBUM BO3SHUKHOBEHHUS
KOMIIBIOTEPHBIX UHIUJICHTOB;

- oleHKa 3¢ ¢peKTUBHOCTH 0OMeHa MH(pOpMalLuel 0 KOMIIBIOTEPHBIX MHIMIEHTaX MEX]Y BCEMHU
CTOPOHaMHM, NPUHUMAIOLUIMMM Y4acTHE Ha CTaJUiIX «OOHApYXKEHHE U PErucTpalus KOMIIBIOTEPHBIX
MHIMJIEHTOB» U «pearupoBaHKUe Ha KOMIBbIOTEPHBIE HHIUACHTHI».

OneHka pe3ynabTaToB U 3()(HEKTUBHOCTH pPEarMpoBaHUS HAa KOMIIBIOTEPHBIE WHIMJIEHTHI MOXET
OCYIIECTBIATHCSI HA OCHOBAHUU CIIEAYIOIIUX MTOKa3aTese:

- cpeziHee BpeMsi IPOBeIeHHsI MPOBEPKU MPU3HAKOB BO3MOKHOTO BOSHUKHOBEHHSI KOMITBIOTEPHBIX
UHIU/ICHTOB;

- CcpeoHee BpeMs OIpeJeNieHUs] BOBJECYCHHBIX B KOMIIBIOTEPHBIH MHIUAEHT 3JIEMEHTOB
MH(GOPMALMOHHON HHPPACTPYKTYPHI;

- cpellHee BpeMsl JIOKAJIM3alMi KOMITbIOTEPHBIX HUHIIUCHTOB;

- cpellHee BpeMsl BBISIBIICHUS MTOCJIEACTBUN KOMITBIOTEPHBIX HHIIUJICHTOB;

- cpellHee BpeMsl TMKBUAALMH TTOCIIEACTBUN KOMITBIOTEPHBIX UHIIUIECHTOB;

- cpellHee BpeMsl pearupoBaHMs Ha KOMITBIOTEPHbIE UHIUJICHTHI;
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- MPOLUCHT KOMIIBIOTCPHBIX HWHIUACHTOB, IJIA KOTOPBIX ObLTH Hapymi€eHbl CPOKHU BBIITOJITHCHUA
OTaIllOB pCarupoBaHUs.

8. OTBETCTBEHHOCTb

Tpe6OBaHI/I$I HACTOAIICTO JOKYMCHTA 00s13aTeNbHBI 4 BBIIOJHCHHA BCEMHU COTPYAHHUKAMH
Opranuzanuy coriacHO Ha3HAYE€HHBIM POJISIM U JIOJKHOCTHBIM (TPYA0BBIM) 00sI3aHHOCTSIM.

COTPYZ[HI/IKI/I, HapymuBUIUC IIOJIOKCHU A HaCTOAIIECTO AOKYMCHTA, IMPUBJICKAKOTCA K
OTBETCTBEHHOCTH, YCTAaHOBJIEHHOM 3aKOHOIATeNbCTBOM Poccuiickon denepanun.

Hacrosiiee Meroauueckoe pykoBOJCTBO, B TOM YHCIIE€ IPELYIPEKIEHHUE 00 OTBETCTBEHHOCTH,
AOBOJUTCA IO BCECX COTPYAHUKOB IO MOANHUCH.
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AKYPHAI

PETUCTPAIIMU UHIIUIAEHTOB Ub

ITpunoxxenne Ne 1 k meToauueckomy
PYKOBOJCTBY I10 OpraHU3aly TEXHUYECKUX
MEpONPHUATHUH, HAIIPABICHHBIX HA
IIPOBEJICHUE CIYKEOHBIX IPOBEPOK MPHU
BO3HUMKHOBEHHH KOMIIBIOTEPHBIX
MHIHJICHTOB B IMUHUACTPALUU TOPOJICKOTO
OoKpyra bornjaHoBu4 ¥ 1oJBE€JOMCTBEHHBIX
YUPEKACHUAX AIMUHUCTPALIMHU T'OPOJICKOIO
okpyra bornanosuu

3aTpoHyTHIE
Bpewms u nara Bpewms u nara BrIBOIBI M peKOMEHTalIMK
No Onucanue YyactHUKH pecypchl
0OHapyKEeHHS 3aKPBITHS [TpuauHbI 0 pe3yJIbTaTaM 3aKPBITHS
n/m WHIHUIECHTA pearupoBaHus Opranuzanuu
WHIIMICHTA WHIIUICHTA AHIHUIECHTA
U TIPOIIECCHI
1
2
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ITpunoxxenne Ne 2 Kk METOJUUECKOMY
PYKOBOJCTBY I10 OpraHU3alM1 TEXHUYECKUX
MEpONPHUATHUH, HAIIPABICHHBIX HA
IIPOBEJICHUE CIYKEOHBIX IPOBEPOK MPHU
BO3HUMKHOBEHHH KOMIIBIOTEPHBIX
MHIHJIEHTOB B aIMUHUCTPALMU TOPOJICKOTO
OoKpyra bornjaHoBu4 ¥ 1oJBE€JOMCTBEHHBIX
YUPEKACHUAX AIMUHUCTPALIMHU T'OPOJICKOIO
okpyra bornanosuu

MHWHUMAJIbHBINA TIEPEYEHH TUTIOB COBBITUI UB

Ne YpoBeHb MHLIUJICHTA Tum co6urmuii VB
n/m b
1 | ®usnueckuii  ypoBEHB | PU3UUECKHUI TOCTYN PAOOTHUKOB M WHBIX JIMI] B 3JJaHUSI U TIOMEIICHHS;
MH(pOpPMAITMOHHOM (dbuzmdeckuii JocTyn pabOTHUKOB M MHBIX JIUI K CPEACTBAM BBIYUCIIMTEIILHON TEXHUKHU U UX UCIIOJIh30BAHNUCE;
UHPPACTPYKTYPHI HCIIOJIb30BaHNE PAOOTHUKAMHU U WHBIMH JIMIIAMH YCTPOMCTB KOTTUPOBAHMS M MHOTO(YHKITHOHAIBHBIX YCTPOMCTB;

M3MEHEHHE apaMeTPOB HACTPOEK CPEJICTB BIUUCIUTEIbHON TEXHUKH, TEIEKOMMYHUKALIMOHHOTO 000PYA0BaHMUS;
HM3MEHEHHE MapaMeTpOB HACTPOEK 000pyAOBaHMs, 00eCHeunBarOMIero (YHKIMOHUPOBAHUE CPEJCTB BBIYMCIUTEIBHON
TEXHUKH;

cOou u 0TKa3bl B paboTe: CPEACTB BHIYUCIUTEIBHON TEXHUKH, TEIEKOMMYHHKAIMOHHOTO 000pyA0BaHus, 000pyI0BaHUS,
obecrieunBaronero (pyHKUMOHUPOBAHUE CPEICTB BBIUMCIUTENHHOM TEXHHUKH, CPEACTB 3allUThl MH(OpMAIMH, ceTeil
nepesadyn JaHHbIX;

(u3nueckoe BO3JCICTBUE HA CPEICTBA BHIYMCIUTENbHON TEXHUKH, TEIEKOMMYHUKAIIMOHHOE 000pYyJO0BaHUE, CPEACTBA
3alUThl MH()OPMALIMK U CETU NIepeaun JaHHbIX;

U3MEHEHHUS apaMeTpoB (PYHKIIMOHUPOBAHUS CeTel Nepeaun JaHHbIX;

3aMeHa U (WIKM) MOAM(HUKAIMS NPOTPaMMHBIX M (WJIM) anmapaTHBIX YacTed CpPEeACTB BBIYMCIUTEIBHON TEXHHKH,
TEJIEKOMMYHHUKAITMOHHOTO 000pYI0BaHUS;

OCYILIECTBIICHUE NEHCTBUU C HOCHUTENSIMU WHGOpPMAIMU, B TOM YHUCJIE BBIHOC 3a MpeAeNbl KOHTPOJIUPYEMOW 30HBI
HOcHTeNel nHpopmaIuu;

BBIHOC 32 MIPEIEIbl KOHTPOIUPYEMOU 30HbI IEPEHOCHBIX CPEJICTB BBIUNCIUTEIBHON TEXHUKH;

UCII0JIb30BaHNE MTEPEHOCHBIX CPEJICTB BHIYMCIUTENBHON TEXHUKUA HA TEPPUTOPUN OpraHU3aIUHY;

nepeiaya CpesiCTB BBIYMCIUTEIbHOM TEXHUKU MEXY CTPYKTYPHBIMH OJIpa3ICICHUSIMU;
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n/n

YpoBeHb MHLIHJICHTA
b

Tun coowrtuit Ub

nepesada CpeiCTB BBIYMCIUTEIbHON TEXHUKY BO BHEIIIHUE OPraHU3aLNY;

npoBeieHNe pabOTHUKaMU M WHBIMH JIMIIaMH (POTO- U (WITH) BUACOCHEMKH B 3[JAHUSX WIH TOMEIICHUSX;

IIPOBEJCHHE MEPONIPUATUI O AOCTYIY K TEJIEBU3MOHHBIM CUCTEMaM OXPAHHOTO HAOIIOACHUS, OXpPAaHHOW CUTHAJIM3ALINY,
CUCTEMaM KOHTPOJIS U YIIPABJIEHUS JOCTYIIOM;

coObITHS, (hopMUpyeMBbIEe TEIEBU3NOHHBIMHA CHCTEMaMH OXPAaHHOTO HAONIOJICHHS, OXpPAaHHON CUTHAJIM3AIUU, CUCTEMaMu
KOHTPOJISI M YIIPABJICHUS JOCTYIIOM;

OCYILIECTBJIEHUE JEUCTBUI ¢ HOCUTENIMU HH(POPMALIUK ¥ CUCTEMAMH, TIO3BOJISIOLUIMMH OCYILIECTBUTh PU3NYECKHI JOCTYT
B 3JaHUs U IOMEIIECHUS

YpoBeHb CETEBOrO
000pyI0oBaHUS

M3MEHEHHE MapaMeTPOB HACTPOEK CETEBOTO 00OPYAOBAaHUS M TPOTPAMMHOTO 00ECTICUEHHsI CETEBOTO 000PYIOBAHNS;
W3MEHEHHE COCTaBa M BEPCUH MPOTPaMMHOTO 00ECTIEYCHHUSI CETEBOTO 000PYIOBAHHS;

00Hapy)XeHHE aHOMAJIBHOW CETEBOW aKTUBHOCTH,

ayTeHTH(UKAIMS ¥ 3aBepIIeHUE ceaHca paboThl HA CETEBOM 000PY/I0BAHHH;

oOHapyXeHHe BPEIOHOCHOTO KOJIa M €T0 MPOSBICHUI;

W3MCHECHHE TOTIOJIOTHH BEIYHCIUTEIILHBIX CETEH;

MOAKIIIOUEHHE 000PYIOBaHUS K BEIUUCIUTEIBHBIM CETSIM;

cOou B paboTe MPOTPaMMHOTO 00ECIICYCHHS CETEBOTO 000PYI0BAHNS,

0OHOBJICHHE MTPOTPAMMHOTO 00€CTICUCHUS CETEBOTO 000PYI0BAHHS;

BBITIOJIHEHUE OTEpaluii 0 TEXHUYECKOMY 00CITYKUBAHHUIO CETEBOT0 000PYI0BAHUS;

UCIIOJIb30BAaHUE CPEJCTB aHATN3a YA3BUMOCTEN CETEeBOro 000PYA0BaAHNUS;

OTKJIIOUEHHUE/TIepe3arpys3ka ceTeBoro 000pyn0BaHus;

oOHapy)XeHHE aTaK TUIIA «OTKa3 B 00CITyKUBaHUN;

cMeHa U (WJIM) KOMIIPOMETAalUs ayTeHTU(PUKAIIMOHHBIX TAHHBIX, HCIOJB3YEMbIX JUISI JOCTYIIA K CETEBOMY 000pYI0BAHUIO;
cOou B paboTe CPeJCTB 3aIUTH HH(OPMAIIHIH;

U3MEHEHHE apaMeTpoB pabOThI CPECTB 3alIUTHI HH(DOpMALINH;

3aIyCK CPEJCTB aHAJIN3a TOMOJOTUHN BBIYUCIUTEIBHON CETH

YpoBeHb CETEBbIX
MPUIIOKEHUN u
CEPBHUCOB

UICHTHU(QUKAINS, ayTCHTU(UKAIIS, aBTOPU3AIS U 3aBEPIICHHE CeaHCa paOOTHUKOB U MHBIX JIUIL;

U3MEHEHHE TTapaMeTPOB HACTPOEK, COCTaBa U BEPCHUIl MPOrPaMMHOTO 00eCIICUCHUS;

oOHapyXEHHE BPEIIOHOCHOTO KOJIa U €r0 MPOSBICHHUIA;

YCTaHOBJICHHE COCJAMHEHHH W 00pabOTKa 3ampocoB, B TOM 4YHCIE yIAJCHHBIX, HA YPOBHE CETEBBIX MPHIOKEHHHA |
CEPBHCOB;

cOOM ¥ 0TKa3bl B paOOTE CETEBBIX MPUIOKCHUN M CEPBHCOB;

BBITOJIHCHHUE OTICpaIlNii, CBSI3aHHBIX C AKCIUTyaTaIlueil ¥ aIMUHUCTPUPOBAHNUEM CETEBBIX MPHIIOKEHHUI U CEPBUCOB;
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n/n

YpoBeHb MHLIHJICHTA
b

Tun coowrtuit Ub

00Hapy)KCHHE HETUITUYHBIX (AHOMAJIBHBIX) 3aIIPOCOB HA YPOBHE CETEBBIX MPUIIOKCHHUIA U CEPBHUCOB;
OTKJTFOUCHHUE/TIepe3arpy3Ka Wi MPHOCTAaHOBIICHUE PAOOTHI CETEBBIX IPHUIIOKEHUHN M CEPBUCOB;

BBITIOJTHEHHE OTIEPAIIUi 110 TIPEOCTABICHUIO JOCTYIIA K UCTIOJIh30BAHUIO CETEBBIX MPUIIOKCHUIA U CEPBUCOB, B TOM YHCIIC
VCITOJIb30BAHUIO 3JIEKTPOHHOU MOYTHI U ceTu VIHTEepHeT;

BBHITIOJTHEHHUE OIEPAIlMHA [0 APXWBUPOBAHUIO JIAHHBIX CETEBBIX TNPUJIOKEHUH W CEPBHCOB, B TOM YHCIE JAaHHBIX
3JIEKTPOHHOM MOYTHI;

cOOM B OCYIIIECTBJIICHHH OOMEHOM COOOIIEHUSIMU;

3aBepIICHUE/TIPUOCTAHOBKA BBITIOJNHEHUS CETEBBIX MPIIOKCHUI U CEPBHCOB TIO OIIHUOKE;

pacrnpocTtpanenue u (Mian) cOop HHPOPMAIIUU C UCTOIB30BAHUEM CETEBBIX MPUIIOKEHHUM U CEPBUCOB;

BBITIOJTHEHUE OTIEPAIMA CO CITMCKAMU PACCHUIKH M aJPECHBIMH KHUTAMU;

HaJleJIeHUue paOOTHUKOB | (WJIH) HHBIX JIWII IPaBaMH TI0JIb30BATEISI KOHKPETHOTO TTAaKeTa CEPBUCOB, B TOM UHCIIC CEPBHCOB
U pecypcoB cetn MHuTepHerT;

HCIIOJIb30BaHNE CPEJICTB aHAIN3a YI3BUMOCTEH CETEBBIX IPHUIIOKEHUH B CEPBUCOB;

CMeHa 1 (WJIH) KOMITPOMETAIUS ayTeHTH(UKATNOHHBIX JTAaHHBIX, UCTIOJIb3YEMBIX JUISI OCYIIECTBICHHS JTOCTYIIA K CETEBBIM
MIPUJIOKEHUSIM U CEPBHCAM;

cOou B paboTe CPeJCTB 3aIUTH HH(OPMAIIHIH;

pactipocTpaHeHne uH(poOpManuM, MOOyXKmamomer paboTHUKA cooOmare uWHOOPMAIUIO, HEOOXOAUMYIO  UIs
OCYILIECTBJIEHUS ICUCTBUI OT €r0 UMEHH;

pacnpocTpanenue MHpopMauy, Modyxaaromeil padOTHUKA COBEPIIUTh AEHCTBHS (IIEPeXO] IO CChUIKE, OTKPBITHE
BJIOKEHUS, T]I.) HE XapaKTEePHYIO Ui MITATHOTO pexXuMa ero paboThl (HarmpuMep, TpeOOBaHUS 110 COBEPILIECHUIO ICHCTBUH,
KOTOpBIE OH paHee He MoJTydali/coBepiian) U (1in) KaHana HHGOPMAIMOHHOTO B3aUMOICHCTBUS, KOTOPBIN OH HUCIIOJIB3YET;
BHEIIHHUE BO3/IEHCTBUS U3 ceTH VIHTEpHET, B TOM YHCJIE CETEBbIC aTaKHy;

BBITIOJTHEHHE OTIEPALIUii CO CpelICTBaMU KpUNTOrpadhuuecKoi 3aiuThl HHGOPMALUU U KIIIOUE€BON HH(POpMAIHEi.
BbIJICTICHHE U HA3HAYEHHUE POJIeH, B TOM YMCIIe poJieil, cBsi3aHHBIX ¢ obecrieyenrem b

YpoBeHb
OTIEPAIlUOHHBIX CUCTEM

ayTeHTU(UKAIU U 3aBepIICHUEe paboThl PAOOTHUKOB M UHBIX JIUI], B TOM YHCJIC HA YPOBHE CUCTEMHOTO MPOTPAMMHOIO
oOecrieyeHHsl, CUCTEM YIpaBICHHUs 0a3aMM JaHHBIX M MPHKIAJIHOTO MPOrPAMMHOTO OOECIICYCHHUS, MPOrPAMMHOTIO
obecnieuenus UCIIIu (manee — [10 UC);

U3MEHEHHE TTapaMeTpOB KOH(HTypanuu, coctaBa u Bepcuii [10 UC;

3aIycK, OCTaHOBKa U (UJn) oTKIoYeHue/mepesarpyska [10 UC;

oOHapyXeHHe BPEJOHOCHOTO KOJla U €T0 MPOsBICHUI;

yCTaHOBJICHHE COEMHEHUH 1 00paboTKa 3ampocoB ¢ ucnoas3zoBanuem 110 UC;

cbou B padore I10 UC;
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n/n

YpoBeHb MHLIHJICHTA
b

Tun coowrtuit Ub

BBIIIOJIHEHHE ONIEpalli, CBSI3aHHBIX C dKCILTyaTanued u agmuuuctpupoanueM 110 UC;

0OHapy)KeHHE HETUIIMYHBIX 3apocoB ¢ ucnoib3zoBanuem 110 UC;

cOou 1 0TKa3bl B paboTe CPECTB 3alIUTH HH)OPMAIINH;

U3MEHEHHE TTapaMeTPOB KOH(PHUTYPALIUU CPEICTB 3alIUThI HH(OPMAIIHH;

BEITIOJTHEHHE Olepanuii 1o npeaoctarieHnto gocryna k [10 MC u uHpOpMaMOHHBIM pecypcaM, 00padaTbIBaeMbIM C
ucronszoBanuem 110 UC;

BBINIOJIHEHHUE OTEpaluii [0 apXUBUPOBAHUIO, PE3EPBUPOBAHUIO U BOCCTAHOBJICHUIO HH(POPMALINH;
3aBepuieHne/mpuocranoBka padotst [10 MC no omnbke;

HCII0JIb30BaHKE CPECTB aHanu3a ya3sumocteit 110 UC;

cMeHa W (WIM) KOMIIpOMETalMsl ayTeHTHU(PUKAIMOHHBIX JaHHBIX, HCHOJb3yeMbIx ais jocryna k I1O UC, u
nH(pOpMalMOHHBIM pecypcaM, oOpabaTeiBaeMbIM ¢ Hcnionb3oBanueM [10 UC;

W3MEHEHHE TapaMeTPOB KOH(MUTYpALIUU CPENICTB 3alUThI HH(OPMALINK;

BHeIHUE Bo3aelcTBue u3 cetu Murepuer Ha I10 UC;

CO3JJaHME, YHUYTOXKEHUE WM HU3MEHEeHHEe HWH(GOPMAIMOHHBIX pecypcoB, 0a3 AaHHBIX W (WJIM) HHBIX MAacCHBOB
nHpopMaIuu;

KOMIIPOMETAIMs ayTeHTU(PUKALMOHHBIX JaHHBIX U KIII0YE€BOM MH(pOopMaImy;

BBITIOJTHEHHUE OTIEpaIliii CO CPEICTBAMH KpUNTOrpahrueckoil 3anuThl MHPOpMaIUy 1 KItoueBor nHpopManmei;
BBIJICJICHUE Y HA3HAYEHUE POJICH, B TOM YMCJIE POJIeH, CBsI3aHHBIX ¢ oOecnieuennem Mb




